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BBEOEHUE

Ha  ceromnsimmHuii  J€Hb ~ CTPEMUTENBLHO  pPa3BUBAETCS  KOHUEIIIHS
BBIYUCJIUTENILHON CETH PU3UUYECKUX YCTPOUCTB C TEXHOJOTHEN B3aUMOACHCTBUS APYT
C JAPYIOM WJIM BHEUIHEW CPEIOM Ul BBIIOJHEHUS OlEpalid WIA JIEHUCTBUM,
HCKJTIOYAIONIMX HE0OXOAUMOCTh ydyacTus yenoBeka — MutepHer Bemeit. [lo ornenkam
komnanuu Ericsson, B 2018 romy 4uciio TaT4uKOB M YCTPOWCTB MHTEpHETA Bellei
MIPEBBICUIIO KOJIMYECTBO MOOWIHHBIX TeIe()OHOB, COBOKYITHBINA CPEIHET00BOM TEMIT
pocTta 1aHHoro cerMeHTa B repuo ¢ 2015 mo 2021 roxa oxunancs Ha ypoBHe 23%, K
2021 romy MTPOTHO3UPYETCS, UTO W3 MPUOIMBUTEILHO 28 MIPHA TMOAKIIOYEHHBIX
YCTPOUCTB TIO BCEMY MHUPY, OKOJIO 16 MIimap10B OyayT Tak WA WHAYE CBSI3aHBI B
paMKax KOHIIENIMK UHTEpHETA Benlel.[ 1] B ¢BA31 ¢ pocTOM KOJIMYeCcTBA YCTPOUCTB U
MOMYJIIPHOCTBLIO TAHHOM KOHIICTIIIUK, BO3HUKAIOT /1B TIpobsieMbl. [lepBas mpobiema:
HEOOXOAUMOCTh  CO3MAaHMsSI  pacIIMPSEMONM  CHCTEMBI, KOTOpas  ITO3BOJIACT
B3aUMOJICCTBOBaTh €  KOMIIOHGHTaMHM  MHTEpPHETAa  BEIIEH  Pa3IMYHBIX
npom3BoauTenel. Bropas: oOydueHue CTyICHTOB TaHHOW TEXHOJIOTHUHU JIJI TIOJTydICHHS
HABBIKOB CO3JIaHUSI CJI0KHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM HAa OCHOBE KOMIIOHEHTOB
VHTEPHETA BEIICH.

B HacTosimiee BpeMs CYIIECTBYIOT pa3JIMYHbIE MPOTpaMMBbl i pabOThI €O
CMapT-yCTPOWCTBAMH, HO BCE€ OHH MCHOJB3YIOT JIOCTaTOYHO TPHUMUTHBHbBIC
BO3MOJKHOCTH OIMCAHUSl CIICHapueB (COOCTBEHHBIE CKPHUIITOBBIC S3BIKU WU
BU3yaibHble Osoku). CyllecTBYIOIMME MPOTPaMMHBIE KOMIUIEKCHl paOOTaroT
HEKOPPEKTHO CO CTOJb MOMYJSIPHBIMU M JOCTYITHBIMH CMapT-yCTpoHcTBaMu Xiaomi
[2]. BelmenepedncieHHbIE MHUHYCHI CYIISCTBYIOMIETO MPOrPAMMHOTO O0ECIIed CHUS
HE MO3BOJIAIOT B MOJIHOW MEpe UCTIOIB30BaTh €ro JJisl 00 ydeHHs.

AKTyallbHOCTh U HEOOXOJMMOCTh CO3JaHHs TaKOW CHUCTEMBI, KOTOpas Obl

M03BOJIMJIA HAaCTPOUTH B3aMMO/ICHCTBUE CMapT-yCTPOMCTB Pa3IMYHBIX
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npom3BouTeael, BKmodas Xiaomi[3], a Takke HCIOJB30BATHCA I OOydYEHMS,

00yCJIOBJICHA CJICAYIOIIMMH aCIICKTaMH:

1.

JloGaBieHNE YCTPOWCTB Pa3IMYHBIX MPOU3BOJAUTENCH B CHCTEMY, YTOOBI
pacIIMpUTh BO3MOKHOCTH.

[Tognepxkka s3bIka oOIEro HaszHaueHUs (Hampumep, C#), YTO IO3BOJIHT
CO3/1aBaTh CJIOKHbIE ABTOMATU3UPOBAHHBIE CUCTEMBL.

Hcmnonp3oBanne B 00y4eHUH CO3MaHMs aBTOMAaTH3UPOBAHHBIX CHCTEM.
B03MOHOCTh 3KCILTyaTUPOBATh CHCTEMY MJii MOMYJSPHOrO HAIpaBIICHUS
MHTEpHETA BEIIEeH — CO3/IaHUe YMHOTO JIOMA.

I[OCTYHHOCTB AJI1 KOMMCPUYCCKOTO UCIIOJIb30BaHMA.

[lems paboTel — paspaboTKa pacHUPsIEMONl CHCTEMbI B3aUMOJCHCTBUS

KOMIIOHEHTOB MHTEpHETa BEIICH, MO3BOJIAIONIEH CO3/1aBaTh CJIOKHBIE CLICHAPHUM Ha

S3bIKE POTPAMMUPOBAHUS O0IIETO Ha3HAUYeHUA. JIJi1 OCYIIECTBICHHS TIOCTABJICHHON

e HEOOXO0JUMO Pean30BaTh CJICIYIONINE 3a/1aUH:

1.

HccnenoBare cymecTBYIOUME IPOTPaMMHbBIE POAYKTHI JI71s1 pabOThl CO CMapT-
YCTPOMCTBaMH, BBIICTUTH (PYHKIIMOHAIbHBIE BO3MOKHOCTHU U MPOOJIEMBI.
[IpousBecTn WCClIEAOBAHNE A3BIKOB OOIIETO HAa3HAYEHUs Uil HANUCAHUSA
CHCTEMBI Y UCTIOJIb30BAHUS B Ka4YECTBE SI3bIKA CO31aHUS CKPUIITOB.
Pa3paboTtarp mporpaMMHBIM KOMIUIEKC, TO3BOJIIONIMNA  YHU(DHUITUPOBAHO
YIOPaBJATh PA3JIMYHBIMM  YCTPOMCTBAMU OT PAa3JIMYHBIX NPOU3BOAUTEIIECH,
pacIMpsieMbIi C IOMOLIBIO IUIATMHOB.

Cozmare APl nna B3aumognelcTBUS € pa3padaThiBa€MbIM MPOTPAMMHBIM
KOMIUIEKCOM.

Hanmcarp nokyMeHTaluio o padboTe ¢ MpOrpaMMHBIM MPOJYKTOM.

[IpotectupoBarh pa3pabOTaHHbBIN MPOTPAMMHBIN POIYKT.



1. AHANU3 NPEOMETHOW OBJIACTHU

Ha ceroansimmuii newp l0T-ycTpoiicTBa MOXHO BCTPETUTh NMPAKTHUECKH BO
Bcex cdepax, Hampumep, B J0OMax, Ha 3aBojax, oObekTax HepTenoOblH, B
00bHUIIAX, ABTOMOOUJISIX U Apyrux mectax. [oT, umm uHTepHET Beliel, — ATO CETh
CBSI3aHHBIX 4Yepe3 MHTEPHET OOBEKTOB, CIHOCOOHBIX COOUpaTh JaHHBIE U
0OMEHMBAThCS JTAHHBIMH, MOCTYIIAIONIMMU CO BCTPOCHHBIX cepBUCOB [4]. OcHOBHas
3a/laya JaHHOW TEXHOJOTMM — CHHM3UTh WIM TOJHOCTHIO HCKIIOUHUTH Y4acTHE
YeJI0BEKA B MCIIOJHEHUN HEKOTOPBIX 3a/1a4.

CToUT OTMETUTH BBICOKUN pOCT Yucia ycTpoiicTB B cepe l0T. JanHas Huina
MHTEPECHA JJIs1 UHBECTOPOB M MPOU3BOAUTEIEH CMApPT-yCTPOUCTB. 3-3a 3TOT0 pHIHOK
HACBIIIEH Pa3JIMYHBIMU YCTPOWCTBAMHU OT pa3HbIX mpomsBoautenen. Kaxnas dpupma
MBITAETCS CO3/1aTh CBOIO AKOCUCTEMY, YTOOBI MOKYMATEIN MOJIb30BAIUCH TOJBKO UX
loT-yctpoiicTBAaMM M HE MOIJIM HMHTEIPUPOBATh B CHUCTEMY YCTPOMCTBA JPYrux
NpOM3BOAMTENCH. 3amaya COCTOMT B TOM, YTOOBI CO3/1aTh YHUDUIIMPOBAHHYIO
CHUCTEMY, KOTOpas TMO3BoJMiIa Obl UCHOJB30BaTh |0T-ycTpoiicTBa pa3aMaHBIX
MPOU3BOAUTEIIEH.

C KaXapIM TOJOM B 000pPOT MOCTYIAET BCE OOJBINE YCTPOMCTB, OCHAICHHBIX
MHTEJUIEKTyalIbHBIMH IIPOTpaMMaMHu Il cOopa u 00paboTku uHpopmanuu [5]. Ho
noka «lVIHTepHET BeuIei» ele He A0 KOHIA CJOXKUBIIAsAcs cuctema. OmaHON U3
[JIaBHBIX ~ MpoOJeM  sIBIsIeTCs  OTCYTCTBHE — KaapoB. Takoe  moJioKeHUe
copMupoBaioch mM3-3a TOTO, YTO CTYASHTAM TPYAHO M3y4aTh TEXHOJOTHH Oe€3
HAIMYHUS CaMHUX YCTPOMCTB, a B y4€OHBIX IIPOrpaMMax peaKo MPUCYTCTBYET MPEIMET,
KOTOPBIA TO3BOJISIT OBl MPOBECTH TOATOTOBKY YYalllMXCs B JIAHHOW OOJACTH.
[loaToMy 3amada COCTOMUT B TOM, YTOOBI MOATOTOBUTH 0A30BYIO CHCTEMY, KOTOPYIO

MOYKHO MCTIOJIE30BaTh B OO YJArOIIHX IENX, JJI TIOATOTOBKH OYIYIINX KaapOB.
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1.1. O630P AHAJIOIoB

B cBs31 ¢ BBICOKOW MOMYJISPHOCTH KOHUEMIIMYA HHTEPHETA BEIIEH, CYIIECTBYET
MHOECTBO TIPOTpaMM I yTPaBJICHUS] cMapT-ycTponcTBamu. [ aHammza Obun
BBIOpAHBI caMble TIOMYJISIPHBIC U aKTyalbHbIE CUCTEMBIL.

«Domoticz» [6] - cuctema qomainmel aBromaru3zanuu Domoticz mpeacTaBiseT
co00M OeCIIaTHY!0 MW OTKPBITYIO IPOTPaMMHYIO TUIATGOPMY I KOMILICKCHOTO
yIpaBJICHHUs JOMAIHEH aBTOMATHKOM, a Takke I MHGOPMAITMOHHOM ITOAACPKKH
KU3ZHEIEATENbHOCTH. J[aHHas cucTeMa MOXKET OBITh YCTaHOBJICHA MPAKTUYECKHA Ha
0001 mepcoHaIbHBIN KoMITbIoTEp (Ha Tuiatdhopme Windows u Linux) u coBepIIeHHO

He TpeOoBaTenbHa K pecypcam. CKpUHIIIOT MPHUIIOKEHUS TPEICTABICH Ha pUCYHKE 1.

Wma:  Namna Kopugop

T onof
nepekniouyaTena:

WMkoHka
Mepekniouatens:

3apepxka

(Cerynn) 0 = 3anpeweHo
exmoucHiun: O ACCRYHAY L -]

3apepxka

(Cexyug) 0 = 3anpelweHo
BEIKMIOUEHHA 0 (Lesyrn) PEIY

HeificTene npu

sciouenuy:  Senptiifhomelpiidomaticz/scripts/bash/LampKor_on.sh

[eiicTene npu

Lt script:/ifhomefpiidomoticz/scripts/bashf/LampKor_off.sh

3alMeHHbIR: |

OnucaHue:

Pucynok 1 — Ckpunmot cuctemsl «Domoticz», HacTpoiika mapameTrpoB st
JIAMITBI
JlocTonHCTBA:
— HaIM4#re MOOUJILHOTO TPHJIOKEHUS;

— KpoccmaarOpMeHHOCTh;
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— ynoOHbI BeO-uHTEpdeEric.
Henocrarku:

— OTCYTCTBYET TMOJHOIICHHAS TOJAAEPKKa S3bIKa IPOTPAMMHUPOBAHUS OOIIEro
Ha3HAYCHUS,

— IUIoXas MOAAEP)KKa yCTporcTB Xiaomi.

«Home Assistant» [7] - open-source tardpopma S ABTOMATH3AIWH,
pabotatorass Ha Python 3. Tlo3Bossier oTciexuBaTh W KOHTPOJMPOBATH BCE
YCTpOWCTBA B JOME€ W aBTOMAaTM3UpPOBaTh JAciicTBUsA. Pabotaer Ha mmardgopmax
Windows, Linux. Wuartepdeiic moctpoeH depe3 Opaysep, MOITOMY B3aUMOCHCTBHUEC
BO3MOXHO Ha JoboM yctpoictBe Android, 10S. CKpUHIIOT NPUIIOKEHUS

IIPE/ICTABIIEH HA PUCYHKE 2.

Home Assistant 4
HOME PEOPLE PLANTS £X
Basement Guest room Living room o
@  Drerstatus off B Guest room shutter 1+ m B Living reom shutter A~ |
@  washerstatus off ¥ Guestroomlights » Living room hallway lights ®
¥  Garagedoor » @ Plex 0 Watching

Kitchen

Kodi
Bedroom [ Kitchen left shuter 4+ m off

[ Bedroom left shutter > nm [ «itchenright shutter 1+~ n

[ Bedroom right shutter > n

Octoprint Samsung TV
Office ¥ 3DPrnter » .
B office shutter A+ m @  Temperature 19.4°C [0} 14 »
¥ Officelights » @  Humidity 8%
Upstairs @

Pucynok 2 — CkpuHIioT cuctemsl « Home Assistant»
JlocTonHCTBA:
— HaJIM4Yue MOOMIBHOTO PHJIOKEHUS;

— TMPOCTOM U MOHSATHBIN UHTEpQEC A1 HAYMHAIOIIETO TOJIb30BAaTEs.

12



Henocrarku:
— OTCYTCTBYET TMOJHOIICHHAS TOJAAEPKKa S3bIKa IPOTPAMMHPOBAHUS OOIIEro
Ha3HAYEHU,

— HEAO0CTAaTO4YHad CTaOMILHOCTE.

«MajorDoMo» [8] - cuctema momamHei aBromarusanuu MajorDoMo (Major
Domestic Module wmu I'nmaBubeiii Jlomammwmii Moaynabs) mpeacTaBiIsIeT COOOM
OeCIUTaTHYIO ¥ OTKPBITYIO MPOrpaMMHYI0 IarGopMmy i  KOMIUIEKCHOTO
yIOpaBJIeHHUs JOMAITHEH aBTOMATHUKOM, a Takke 11 MHGOPMAITMOHHOMW ITOAACPKKH
Ku3HeAesaTenbHOCTH. J[aHHas crcTeMa MoKeT padoTarh Ha rarpopme Windows u

Linux, He TpeboBarenmbHa K pecypcam. CKPUHIIOT NPHUIOKEHHS TPEICTABICH Ha

pucyHke 3.
-ll “ ’ H@x Marsene ynpasnesos ,":

.,ll'l PLE BT NR LT R Y SR
c!'ﬁﬁ"m 28 Man 2016

18: 28 >

; 56604 €7385

Pucynok 3 — ckpuHIIOT crcTteMbl « MajorDoMox»
JlocToMHCTBA:

— KpoccIuiar(OpMEHHOCTS;

— TnpocToi naTepderic.
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Henocrarku:
— Ooupias yacTh (QYHKIIMOHAA MPEAHA3HAYCHA JIJIT CBOUX YCTPOMCTB;
— penkve oOHOBIICHUS
— OTCYTCTBYET TMOJIHOIICHHAs TOJIEPKKA SI3bIKa MPOrPaMMUPOBAHUS OOIIEro

Ha3HA4YCHMUA.

«openHAB» [9] - 310 miardopma mOMaIlIHEH aBTOMATH3AMU C OTKPBITHIM
WMCXOIHBIM KOJIOM, OCHOBaHHas Ha Java W HHTerpupymomas B cede OombInoe
KOJIMYECTBO CHUCTEM 'yYMHOTO JoMma" B enuHoe pemeHwe. Ha BepxHeMm ypoBHE
abCTpakIy BCe MOIKIIOYEHHBIC YCTPOWCTBA TOCTYIHBI JIJIs1 TIPAaBUJI aBTOMATH3aIluU
W Pa3IMYHBIX  TIOJIL30BAaTeIbCKUX HMHTEpGeiicoB. CKPHUHIIOT  MPHUIOKEHUS

IIPE/ICTABJIEH HAa PUCYHKE 4.

eDe < M Iocalhost (v} th a

@;p_eQHAB Add-ons

5 Contiol ACTIONS BINDINGS PERSISTENCE TRANSFORMATIONS USER INTERFACES
@ Inbox @ o, mae x
& Configueation
@8  Hyperion Binding Q‘ Isy Binding 2 N MySensors Binding &
8 Addons markecbinding-2 il markeroinging-3329208 - 1.0 marketpinding-3328222- 1.0
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Pucynok 4 — ckpuHIIoT cuctemsl «0penHAB»
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JlocTonHCTBA:

00JIBIIIOE COOOIIECTBO IOIL30BATEIIEH;

BO3MOYKHOCTh HaCTPOMKHU MHTEpeiica.

Henocrarku:

mIoXast TIOKyMEHTAIIHS;

OTCYTCTBYET TOJHOIICHHAS TOJAEPKKa S3bIKa IPOTPAMMHUPOBAHUS OOIIEro

Ha3HA4YCHMUA.

1.3. BbiBOA

[IpoBens wuccnenoBaHusl CYHMIECTBYIOIMX MPOTPAMMHBIX KOMIUIEKCOB B

oOmactr ynpapienus l0T-ycTpoiicTBaMu, MOKHO CAENIaTh BBIBOA O TOM, YTO, YTOOBI

cuctema ObUTa BOCTpeOOBAaHA M YHUKAIbHA, HEOOXOIHMMO pPEalIn30BaTh CJIETYIOIIIA

(dyHKIIMOHAT:

1.

Bo3moxkHOCTh pacimpeHust (QyHKIMOHana CUCTEMbl 3a CYeT J00aBJieHUs
IJJATMHOB, KOTOPBIE YBEIIMYMBAIOT KOJIMYECTBO MOAIEPKUBACMBIX YCTPOUCTB.
[lonnepxka ~ HamMcaHWsl  CKPUIITOB aBTOMaTH3allMd  Ha  SI3BIKE

MIPOrpaMMHUPOBaHUs OOILIETO Ha3HAUYCHMUS.
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2. ONPEAENEHWE TPEBOBAHUN

Jlnia peanu3anuu JaHHOW CUCTEMbI HEOOXOAUMBI CIEAYIOIINE KOMIIOHEHTBI:
XocT — mporpamMma MmpeaocTaBIIsIoNnias eaquHpli nHTepdeiic k miaruHam. OHa
BBICTYNAET CBA3YIOLIMM 3BEHOM MEXAy noJib3oBareneM U loT-yctponctBamu.
WNuTepdeiic a1 B3auMOIEUCTBUS KIMEHTa ¢ XocToMm. Heobxomaum, 4TOOBI
M0JIb30BaTENb CMOI MOJYy4YaTh CIMCOK IMOJKIIOYEHHBIX YCTPOMCTB, BbI3bIBATh
METO/1bl, MPOCMATPUBATh CBOMCTBA U MOMUCHIBATHCS Ha COOBITHSL

I'enepatop unHTepdeiica K ycTpoiicTBaM — mporpamma, npeiaHa3HadYeHHas IS
Oosiee ynOOHOrO HaNWCaHWs KoJa IyTeM TeHepaluu HHTep(deicoB K
YCTPOUCTBAM.

Cucrtema MIarvHOB — TO3BOJEIET PAaCHIUPATH (DYHKIMOHA CHCTEMBI, ITyTeM

100aBJICHHSI HOBBIX YCTPOMCTB.
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2.1. YHKUNOHAJIbHbIE TPEBOBAHUA

CHHXDOHWIELUMWA ONUCaHWA
YCTPONCTE

CUHXPOHW3ALNA YCTPOWCTE

/

Monk3oBaTenbCEMi
Koo

CHHXpPOHW3ALMA YCTPORCTE

MonyyeHWe CNWCKa YCTPORCTE

Bri30E MeTOOOE

MonyyeHue CBONCTE

PervcTpauMs coOuITiin

XocT

Pucynok 5 — J/Ilnarpamma BapHaHTOB MCHOJIb30BaHUs PAaCIIMPIEMON CUCTEMBI

B3aMMOJICCTBUS KOMIIOHEHTOB MHTEPHETA BEILICH

Ha pucynke 5 nokazassl 2 KIHOUYEBbIX JCHCTBYIONIMX JIUIIA!

1. Tlonmp30oBaTenbCKUi KOJ — CKPHUNT, HAMMCAaHHBIM Ha si3pike C#, HamMcaHHBIN

IIPOrPAMMHUCTOM C LIEIbI0 ABTOMATU3AIMN YCTPOMCTB UHTEPHETA BEILEH.

2. XocT — mporpaMma, 3amyllleHHas Ha cepBepe, MOoJydaromas KOMaHAy OT

IIOJIb30BATCIIbCKOTO KOA4A W  YIIPaBJLAROIIAA YCTpOfICTBaMH C IIOMOIIBIO

IIJTartHoOB.

HpI/I CTapTC TIIOJIL30BATCIILCKOTO KOI4, IICPBBIM JACIIOM  IIPOUCXOJIUT

CHUHXpOHU3aluA  OIMCAHUA

U JIaHHBIX YCTPOWCTB,

MOJIb30BaTEIbLCKUI KOO MOXCT 3alpalirBaTb YCTpOﬁCTBa,

17
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YCTPOMCTBO MOXET TMPOCMATPUBATh €ro CBOMCTBA, BbI3bIBATH METOIBI H

IO JIIMChIBATHCA HA COOBITHS.

2.2. HE@OYHKUUOHAJIbHbIE TPEBOBAHUA

JIist  TOJHOIEHHOTO  (DYHKIIMOHWUPOBAHUS  CHCTEMBI,  JIOJDKHBI  OBITBH
NPETYCMOTPEHBI CIICAYIONNE aCTICKThI (DYHKIIMOHUPOBAHW:
1. becnpepriBHas padorTa.
2. BO3MOXXHOCTh 3allycka Ha YCTPOMCTBaX C HHU3KHM DSHEPrONOTpPEOJICHHEM —
OJTHOTUIATHBIX KOMIIbIOTEpaXx.

3. Bo3MOKHOCTB pabOTHI KaK B JIOKAJILHOM CETH, Tak U B ceTH MIHTEpHET.

18



3. MIPOEKTUPOBAHUE

3.1. BbIBOP A3bIKA NMPOIrPAMMUPOBAHUA

B kauecTBe s3bIKa MPOrpaMMHPOBAHUS sJpa MPOTPAMMHOTO KOMIUIEKCA H
S3bIKa HANMCAHUS T0JL30BATEIbCKUX aBTOMaru3anuii Obll BoiOpaH C#. CH —
MPOCTON, COBPEMEHHBI OOBEKTHO-OPHEHTHPOBAHHBIM M TUMOOE30MACHBINA SI3bIK
nporpammupoBanus  [10]. Bor ymmb  Heckosibko  pyHkmmit - s3pika  CH,
00ecTieunBAOIIMX HAJIEKHOCTh U YCTOMYMBOCTH MPHUJIOKEHHI:

1. Coopka Mycopa aBTOMaTH4YeCKH  OCBOOOKHA€T  MaMATh, 3aHATYIO
YHUYTOKEHHBIMU U HEUCTIOIb3YEMBIMU 0ObEKTaMHU.

2. OOpaboTka  HCKJIIOUEHUW  TPEAOCTaBISIET  CTPYKTYPUPOBAaHHBIM U
pacimpsieMblii cioco0 BBISIBISITh U 00padaThBaTh OMIMOKH.

3. Ctporas  Tunm3auus  s3bIka  HE  MO3BOJSIET  oOpamarbecsi K
HEWHUITUATTN3UPOBAHHBIM TIepEMEHHBIM, BBIXOJINTh 32  MPEIesbl
MHJIEKCUPYEMBIX MAaCCHBOB WJIM BBINOJHATh HEKOHTPOJIUPYEMOE MPUBEICHUE
THIIOB.

4. Hammuyue Oo0nbIION CTaHAAPTHOM OMOIMOTEKM KJIAcCOB, KOTOpas IMOMOraeT
nucaTh KoJ yjio0Hee 1 ObIcTpee.

5. BetpoenHas B s13bIK MOAIEPIKKA ACUHXPOHHBIX BBI30BOB.

Jannsriit s3p1k ucnonasercs B cpeae CLR (Common Language Runtime). CLR
— ucnonusroras cpefa aag 6ait-koga CIL (MSIL), B koTopoi KOMITHIMP YIOTCS
nporpammsl, HanucanHbie Ha .NET-COBMeCTUMBIX si3bIKax mporpammupoBanus [11].
CymectBytorT pazamanbie peammzanuu CLR, omna m3 xotopeix — Mono. Mono —
OpEACTaBIsCTCS CO00M OTKpeITyI0 peamu3anuto cucrembl .NET  Framework,

cIocoOHy0 paboTaTh Ha Pa3HOOOPA3HBIX OTIEPAIMOHHBIX cucTeMax. Mcrnonp3oBanme
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s3pika C#  Bmecte ¢ Mono [12] mo3BoauT 3amyckarh —pa3pabaThIBaCMbIH
nporpaMMHubiii  kKomimieke Ha Windows, Linux, Mac OS. Takke mosBseTcs
BO3MOJKHOCTh HCIIOJIb30BaTh KOMIUICKC Ha OJHOTUIATHBIX KOMITBIOTEpAX, HApUMeEp,
Ha Raspberry Pi, 4T0 MO3BOJMT CHUBUTH DHEPro3arpaTrhl, TaK KakK MPOrPaMMHBIN
KOMIUIEKC JTOJDKEH MOCTOSIHHO HAaXOIUTCS B AKTUBHOM COCTOSTHHH.

Wcnonp3oBanne s3pika CH# i1 HamucaHWsl KIMEHTCKOM aBTOMATH3aIMH
MO3BOJISICT WCIOJIb30BaTh OOIIMPHBIA HA0Op CTAHIAPTHBIX KJIACCOB SI3BIKA, a TAKKE
OCCUHMCIICHHOE KOJMYECTBO OMOJIMOTEK, YTO ITO3BOJIUT MHCATh CKPHUMNTHI JIFOOOM

CJIO’KHOCTH.
3.2. BbIBOP BMBJIMOTEKU ONA CETEBOIro B3AUMOOENCTBUA

KnueHTckuii KO ¥ OCHOBHOM KO CHCTEMBI MOTYT HAaxOJWUTCS HAa Pa3HbIX
MaliHaX, MOATOMY HEOOXOJWMO CETeBOE B3aWMOJEHUCTBHE. J[JsT 3TOTO MOXKHO
WCIIOJb30BaTh CTaHAAPTHBIE COKETHI CHCTEMbI HAMpsIMyl0, HO B TakOM Ciydae
MOJTYYHTCS JOCTATOYHO HU3KOYPOBHEBBIN KO, M OH HE OYyJET SIBISIThCA T1aThopMo-
He3aBUCHMBIM. [lodToMy HeoOXoauMo BBIOpaTh OHOJHMOTEKY [JII CETEBOTO
B3aUMOJICHCTBHS, KOTOpas MOIIEPKUBACT Pa3JIMUHBIC OTIEPAIMOHHBIE CHUCTEMBl U
m1aThOPMBI, a TAKKEe a0CTParupoBaTHC OT UCTIOJIL30BAaHUS HU3KOYPOBHEBOTO KOJA.

beuto mpuHATO pemenue BeIOparh OuOmMoTeky ZeroMQ [13]. ZeroMQ
npemiaraeT pa3paboTUYNKy HEKHH BBICOKMA YPOBEHb aOCTpaKIMU TMPU padoTe C
«cokeramMmn». bubnmoTteka 6eper Ha cedst o Oydepuzamnmio TaHHBIX, 0OCTYKUBAHUE
odepe/iel, YCTaHOBJIEHME M BOCCTAaHOBJICHHE coeauHeHud. JlaHHas OuOimoTeka
MOJICPKUBACT MHOXKECTBO S3BIKOB MPOTPAMMHUPOBAHHS U OTIEPAITMOHHBIX CHCTEM,

YTO MO3BOJIIET UCIIOJIb30BATh TOJILKO OJHY 3Ty OMOIMOTEKY Ha BCeX margopmax.
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3.3. IPOEKTUPOBAHUE APXWUT EKTYPbI NMPUNOXEHUA

B IIporpaMmHBIii IPOYKT COCTOUT WU3:

X0oCT — mporpaMma Mpea0CTaBIIIONIAs SIMHBIN HHTEP(EC K IIIariHaM.
bubnmoTeka i B3anMo A€MCTBUA XOCTa U TUIArvHa.

Kmmentckass 6nOmmoreka i1t B3aUMOIEUCTBUS C XOCTOM.

I'eneparop unTepdeiica k I0T-ycTpoiicTBam.

[Tnarunsl A151 KOHKpPETHBIX 10 T-yCTpOMCTB.

ApxuTeKTypa pazpadbarbiBaeMOTO KOMILIEKCA MPeCTaBlIeHa Ha PUCYHKE O.

N\ 4

-—

@) e

DLL
MonL30BaTEnLCKWiA BubnuoTteka bBubnuoteka MNonezoearensCckui
Kon B3aMMONeACTBMNA B2aMMoaeRcTeunn Kog
KITMEHTA C XOCTOM \\_HJ‘IMBHT&I C XOCTOM
KnuexT 1 KnuenT 2
v L4

B E— (1T} P S—
e
e
Koo nnarvda WHTepdeiic WuTepdenc Koo nnarvqa
B3auMoaencTBmnA B3aUMOOeRCTBUA
nnaruHa C XocTom \_NnariHa ¢ XoCToM
[Mnarud 1 [MnarunH 2

Pucynok 6 — ApxuTtekTypa pa3padarbIBaéMOTO TPHIIOKEHUS
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3.4. NIPOEKTUPOBAHUE XOCTA

Jlns  co3maHmMs  pacIMpSeMOM CHCTEMBI, HEOOXOIWMO TIPEAYCMOTPEThH
BO3MOJKHOCTh paciiMpeHus (PyHKIHOHATA C MOMOIIBI0 TOAKIIOYEHHS IUIarMHOB.
[ImaruH — HE3aBUCHUMO KOMITWIMPYEMbBIM TNPOrPaMMHBIM MOAYJb, JAHAMHAYECKU
MOJKIIFOYAaEMbIl K OCHOBHOM MPOrpaMME M NPEIHA3HAYCHHBIM IS PaCIIMpECHUS
W/WITM UCTIOJIb30BaHus e Bo3MOxHOcTeH [14]. IlmaruHbl OOBIYHO BBITIOJHSIOTCS B
BUI€ OMOIMOTEK OOIIIEro MMOJIb30BAHU.

OyHKITMOHAT [T B3aMMOICHCTBHUSI XOCTa M TJIariHa HE0OXOIMMO BBIJCIUTh B
OT/ACIIbHYI0 OuOIMOoTeKy. JlaHHas OMOIMOTEKa JOJDKHA COAepk aTh B ce0e KIIAacChl U

MCTOAbI, KOTOPEBIC H606XOI[I/IMLI AJs1 KOMMYHHKAIMK IUIaruda ¢ XOCTOM U HaO60pOT.

3.5. IPOEKTUPOBAHME KINUEHT CKOU BUBJIMOTEKU

JIis momydeHus BO3MOYKHOCTH B3aWMOJICHCTBOBATH C XOCTOM, HEOOXOIMMO
paszpaboTtarh OMOMMOTEKY-UHTEp(delic moap3oBarens K xocTy. Ilocne moakmroueHus
OMOJIMOTEKH, MOJB30BATENIb CMOYKET TOJIy4daTh CIUCOK TOAKIFOYEHHBIX YCTPOUCTB,

BbI3bIBATb MCTO/JAbI, IIPOCMATPHUBATD CBOﬁCTBa, IO AIMNCHIBATHCA Ha COOBITHS.

3.6. NIPOEKTUPOBAHMUE NEHEPAT OPA UHTEP®EUCOB K
YCTPOUCTBAM

B cBsa3u ¢ OTCyrcTBMEM HAa CTOPOHE KIHMEHTa KIJIACCOB, OIMCBIBAOIIUX
YCTPOWCTBA, BCE BBI30BbI METOJOB YCTPOMCTB HPOUCXOAAT JUHAMUUYECKH, TO €CThb
Ha3BaHWs METOJOB TMEPENAOTCI B BHUJAE CTPOKM, a AapryMeHTbl B BHJE
HETUNHU3UPOBAHHOTO MaccuBa. JlaHHble MeTOJ HamucaHus KoJa HEylao0eH u
npuBOAMT K ommOkaM. [loatomy miis ynoOcTBa HanmvcaHusl MOJIb30BaTEIbCKOTO KOJa

Oyner pazpaboTaH TeHepatop uHTep(delica K yCTpOWCTBaM, KOTOPHIA TO3BOJIAET
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nmoaydath noMomps oT |IDE B HamucaHmm Koja M YCTPaHATh OIMMOKH, CBS3aHHBIC,
HampuMep, ¢ 00paIIeHNeM K HECYIIECTBYIOIUM yCTPOUCTBAM MIJIM METO/IaM.

Ha pucynkax mpenacraBieHbl JABa BapuaHTa BbI30Ba MeTojzia ycTpoucTBa. Ha
pUCYHKE 7 TIpeICTaBJIeH BBI30B METOJIa YCTPOMCTBA 0€3 MCTOJIb30BaHUs T'eHepaTopa
uHTEp(ENcoB, a HA PUCYHKE 8 C HCTOJb30BaHWEM. HarmsiiHo BHIIHO, YTO BBI3OB C
HCTI0JIb30BAaHUEM T'€HEpaToOpa Mo3BOJISIET NoJTydaTh nojckazku ot IDE, uto momoraer

n30exarp ommook. JlokymenTarus takke uarerpupyercs B IDE.

lethod| L1 RGBColor|

public < = InvokeMethod| method,

= valueParams)

T
In cidss

Pucynok 7 — Bb30B MeTo/1a ycTpoiicTBa 0€3 UCI0JIb30BAHUS T€HEpaTOpa

UHTEP PENCOoB.

Lamp . SetRgbi RGBColor |

public SetRgb( RGBColor celor)

PN I s
N Ciass

Summary

Set lamp color

Parameters

color,

Pucynok 8 — Be130B MeTO1a yCTPOWCTBA C UCIIOJIb30BAHUEM I'€HEpPATOpa

UHTEpPPENCcoB
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3.7. PA3PABOTKA OBLLUEA YACTU KOO A

Ko, xoTopblii HEOOXOAMM BCEM IMPOEKTaM, CoaepKuTcss B cbopke Common.
JlaHHas1 cOOpKa COMEPIKUT CIICAYIOIINE KITACChI:

Kmacc DeviceData — comepxut mHOOPMAIHIO O KOHKPETHOM YCTpPOMCTBE:
miarpopma, TUN, WICHTH(PHUKATOP, UMs, CBOWCTBA M OHJIAWH-CTaTyC. JlaHHBIN Kiacc
UMEET METO/Ibl, TI03BOJIIIoIMe KoHBepTUpoBaTh JSON-TIpecTaBieHne ycTpoicTBa B
00BEKT Kj1acca 1 Hao0OpoT.

Knacc DeviceDescription — coxaepxur onwcanue (QyHKIMOHAA YCTPOKCTB
KOHKPETHOTO THIa YCTpOoHCTB. OINHCaHWE YCTPOMCTBA BKIIIOYACT B CeOS CIMCOK
CBOMCTB, T'JI€ KaXKJ0€ CBOMCTBO MMEET MMS W THII 3HAYEHUS, CIIMCOK COOBITHH, I'Ie
KaXJI0€ COOBITHE WMEET MMS U CHHCOK HMMEHOBAHHBIX MAapaMeTpPOB I 3TOTO
COOBITHSI; CITMCOK METOAOB, TNI€ KXKIBIA METOI HUMEET MM, THUIl BO3BPaIaeMOTO
3HAYEHWsS] M CIHCOK HMMCHOBAHHBIX IapaMeTpoB. Takke IaHHBIA KIacC HMEET
METO/Ibl, TO3BOJISIIONIHE Ccepuanu3oBarh u AecepuanmmzoBatb JSON. O0BeKTh Kiacca
DeviceDescription reHepupyercss aBTOMaTHYECKH U3 KJIaCCOB YCTPOHCTB W
MO3BOJISTIOT aBTOMAaTHYECKH TEHEPUPOBaTh MHTEP(PEHChl K YCTPOHWCTBaM Ha CTOPOHE
KJIMCHTA.

Hurepdeiic  IMethodInvocationinstance — comepkutr MeTopl 00paTHOTO
BBI30BA:

— void Completed(object result) — BbI3bIBacTCSI NpU YCIEIIHOM 3aBEPIICHUU

BBI30BA,;

— void Failed(string error) — BeI3bIBacTCs MPH OIIMOKE BHI30BA,;
— void Timedout() — BeBBIBacTCS PU UCTCUCHUN BPEMECHHU HA BHI30B.
Kmacc AbstractNetworkProcessor — siBisiercst 0a30BBIM KJIACCOB, 3ajada

KOTOPOro IioJydarb M OTIIPABJIATDH COO6HICHI/I}I 0 CCTH. OTHpaBKa U TIOJIYUYCHHUC
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COOOIICHUI OCYIIECTBIISIIOTCS B OTAEILHOM TOTOKe. Ha pucynke 9 mpencrtasieHa

UML-nuarpamma JaHHOTO KJlacca U €ro HacJCIHUKOB.

AbstractNetworkProcessor

- _thread: Thread
_address: sfring
- _stopped: bool
_messageQueue: ConcurrentQueue<ZMessage=

+ SendMessage(message: ZMessage): void

+ SendMessage(message: siring): void

+ SendMessageToClient{clientlD: string, message: string): void

+ SendActionToClient{clientlD: string, action: string, data: object, invocationlD: ulong?): void
+ Stop():void

- NetworkProcessing(): void

# Socketinitialization{context: ZContext, address: string): ZSocket

# HandleMessage(message: ZMessage): void

ClientNetworkProcessor ServerMetworkProcessor
- _identinty: string - _host: Host
- _client: Client
# Socketinitialization(context: ZContext, address: string): ZSocket
# SocketInitialization(context: ZContext, address:string): ZSocket # HandleMessage(message: ZMessage): void
# HandleMessage(message: ZMessage): void + SendMethodinvocationResult(clientlD: string, invocationlD: ulong, result: object): void

+ SendMethodinvocationError(clientiD: string, invocationlD: ulong, error: siring): void
+ BroadcastiEventMessage(clients: IEnumerable=siring=, platform: siring,
devicelD: string, eventName: string, eventParams: |Collection=object=)-void

Pucynok 9 — UML-nunarpamma kiaacca AbstractNetworkProcessor u ero
HaCJICAHUKOB
Kmacc AbstractMessageProcessor — sBisiercss 0a30BbIM KJIACCOM, 3ajia4a
KOTOPOTO  3aHWMaThCsi 0OpabOTKOW TOJy4YeHHBIX cooOmenuit. (OOpadoTka
COOOIIIEHUH OCYIIECTBICTCS B OTACI,HOM mMoToke. Ha pucynke 10 mpenctaBrneHa

UML-nuarpamMmma JaHHOIO Kjacca U €ro HacJeTHUKOB.
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AbstractMessageProcessor<T>

- _processThread: Thread
- _messageCueue: BlockingCollection=T=
- _messageWaitCancellationTokenSource: CancellationTokenSource

+ Stop(): void

- ProcessMessageloop(): void

# ProcessMessage(message: T): void
# PutMessage (message: T): void

ClientMessageProcessor<JObject> ServerMessageProcessor<ClientRequestRecord>
- _client: Client - _host: Host
# ProcessMessage(message: JObject): void # ProcessMessage(message: ClientReguestMethod): void
+ HandleMessage(message: ZMessage): void + HandleMessage(message: ZMessage): void
- ResultinvokeMethod(data: JToken, invocarionlD: ulong): void - ProcessPing(requestRecord: clientReguestRecord): void
- ProcessDeviceEvent(data: JToken): void - RequestDevicelnvokeMethod(requestRecord: clientRequestRecord): void
- RequestHostinvokeMethod(requestRecord: clientRequestRecord): void

Pucynok 10 — UML-nuarpamma AbstractMessageProcessor kimacca u ero
HACJICTHUKOB
Knacc BaseConverter u HacineqHUKH — OTBEYAIOT 3a CEPUATM3ALUI0 U
NECEPUAINBALMIO [1apAaMETPOB U BO3BPAILAEMbIX 3HAYEHUW IPHU BBI30BE METOIOB.
Knacc BaseConverter mMeeT cTaTu4ecKuid KOHCTPYKTOP, KOTOPBIM HaxOJIUT BCE
KJIacchl B IIporpamme, KOTopble Hacieayrotes oT BaseConverter u peructpupyror ux
KaK JIOCTYIIHbIE 1Ji1 TpeoOpazoBaHusi Tullbl JaHHBIX. [Ipu HeobOxoaumocTu
100aBJICHUsI HOBOTO THUIMA JAHHBIX, HY>KHO CO3[1aTh HOBBIM KJAacC Ha CJIEAYIOLIHA
BaseConverter u peamuzoBars ero meronbl. Ha pucynke 11 mpencraiena UML-

AUarpamMma JaHHOTI'O KjlacCa U €Iro HACJICIHUKOB.

26



BaseConverter

- static Converters: Dictionary=string, Type= RGBConverter
VoidConverter - static TypeToNameMap: Dictionary=Type, string=

+ static FromName(name: string): BaseConverter

N - + stalic MapValueTypeToTypeName(type: Type): string + JsonToValue(json: JToken): object
+ JsonToValue(json: JToken): object + JsonToValue(json: JToken): object + ValueToJson(value: object): JToken
+ ValueToJson(value: object): JToken + ValueToJson(value: object): JToken

+ GetTypeMame():string

+ GetTypeName():string + GetTypeName():string + GetValidValueTypes(): IEnumerable=<Type>
+ GetValidValueTypes(): IEnumerable=Type= + GefValidvalueTypes(): IEnumerable<Type= + GetValueType(): Type
+ GetValueType(): Type + GetValueType(): Type

BoolConverter IntConverter StringConverter DataChannelDescriptionConverter
+JsonToValue(jsen: JToken): object +JsonToValue(son: JToken): object +JsonToValue(json: JToken): object +JsonToValue(json: JToken): object
+ ValueToJson(value: object): JToken + ValueTodson(value: object): JToken + ValueToJson(value: object): JToken + ValueToJson(value: object): JToken
+ GetTypeMame():string + GefTypeName():string + GefTypeName():string + GetTypeMame():string
+ GetValidvalueTypes(): IEnumerable=Type= + GefValidvalueTypes(): IEnumerable=Type= + GefValidvalueTypes(): IEnumerable=Type= + GetValidvalueTypes(): IEnumerable=Type=
+ GetValueType(): Type + GetValueType(): Type + GetValueType(): Type + GetValueType(): Type

Pucynok 11 — UML-nuarpamma knacca BaseConverter u ero Haclie THUKOB

3.8. IPOEKTUPOBAHUE ’EHEPAT OPA UHTEP®EWUCOB K
YCTPOUCTBAM

bubmoreka Harmmcana Ha s3b1ke C#. PlatformInterface BeicTynaer cBs3yromum
3BEHOM MEXKIY IUIarMHAMH W XOCTOM, TaK)K€ B HEH coJiepiKarcs KIacChl, KOTOpHIC
HEO0OXOIMMBI BCeM IlarnHaM. JlanHas cOopka coaep KT ABa OCHOBHBIX MHTEpdeiica:

Hutepdetic IPlatformFactory — uHMImManM3upyer IJIaruHbl, COIECPIKUT B cebe
JIBa METOJIA:

— string GetPlatformName() — Bo3BpaiiaeT Ha3BaHKe IIATPOPMEI;

— public IPlatform Create(out string error, Dictionary<string, string> options) —
MHUIHATA3UPYET TIaTGopMy ¢ IPEIOCTaBICHHBIMU ITapaMeTpaMH H, B CITydae
HEBO3MOYKHOCTH CO3/JaHUS T1aT(HOPMBI, BO3BPAIACT COOOIIEHUE 00 OMHOKE.
Wurepdeiic IPlatform — ynpanser maruHoM u €ro yCTpOWCTBAMH, COICPIKUT

B ce0e CIIeyIOIIe OCHOBHBIE METOIBI:
— "void StartPlatform(IHost host)" — 3amyckaer miardopmy U nepeacT CChUIKE

Ha 00OBEKT XOCTa;
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— "ICollection<DeviceDescription> GetDeviceDescriptions()" — Bo3Bparaer
KOJUICKIIAIO C OMIMCAHUEM BCEX MMOIEPKUBAEMBIX YCTPOUCTB;

— "ICollection<DeviceData> GetDevices()" - Bo3Bpamaer KOJUICKIHIO C
nH(pOpMaIHeH o Mo IKIFOYEHHBIX YCTPONCTBAX;

- "void InvokeDeviceMethod (string  devicelD, string  method,
IReadOnlyCollection<JT oken> serializedMethodParams,
IMethodInvocationinstance invocationlnstance)" — BEI30B METOJOB YCTPOMCTB.
AocTpakTHBI Kiaacc AbstractDevice ciayXuT mpeakoM I BCEX KIIACCOB,

OTIMCBHIBAIOIINX yCTpoicTBa. JaHHBIN Kiacc COAEPKUT B ceOE CCHUIKHM Ha OOBEKTHI
kiaccoB DeviceDescription u DeviceData n abctpaktrbiii metoa Void InvokeMethod
(string method, IReadOnlyCollection<JToken> serializedMethodParams,
IMethodInvocationinstance invocationinstance), KoTopwIlii BbI3BIBACT METOJBI Y
YCTPOMCTB.

Krnacc BaseDevice sBisercst motomkom kimacca AbstractDevice u peammsyer
ero meron InvokeMethod. JlanHas peanmu3anys BbI3BIBAET HEOOXOMMMBIM METOM C
NOMOIIbI0 UMHTpocmekimu. [lpu peanuzamuu yctpodicte B rmuaruHe Ha CH#,
HCO6X0,Z[I/IMO HacCJICA0BAThHCsI UMEHHO OT 3TOT'0 KJIaccCa.

Take B naHHOW cOOpke comepikarcs Kiacchl-atpuOyTel: DeviceType,
DeviceMethod, DeviceProp, DeviceEvent, Doc. [lanHbie Kiacchl TpeOYIOTCS IS
ABTOMATUYECKOTO TEHEPUPOBAHUSA ONMCAHUA YCTPOWCTB. ['eHepauus yCTpOWCTB
ocymiecTBisieTcss ¢ Tmomolelo  kiacca DeviceDescriptionGenetator, koTopbiii
HCCIICAYCT KIIACChbl YCIpOﬁCTB H HUX COACPIKHUMOC MW I'CHCPUPYCT 00BEKTHI KJ1acca

DeviceDescription.

28



JIuctunr 1 — IIpumep kmacca ycTpoHCTBA ¢ MCTIOIB30BAHUEM aTPUOYTOB JIJIS

aBTOMAaTHYECKOH ICHCpalK OIMNCaHUA

[DeviceType(*dummy*, *Dummy‘)]
[Doc(*Generated Class docs™)]
public class DummyDevice : BaseDevice

{

[DeviceEvent(Name = "event0")]
[Doc(""'Event docs'™)]
public delegate void DeviceEventODelegate();

[DeviceMethod(Name = "string_method™, ResultType = "string')]
[Doc(**This method returns upper-case variant of string™)]
[return: Doc(Upper-case variant of input string™)]

private string StringMethod([Doc("'Input string™)] string s)
{

}

return s.ToUpper(Q);

3.9. PASPABOTKA XOCTA

3amadeii XocTa SBISIETCS YIPaBICHUE TUIATMHAME B pa0doTa ¢ KIIMEHTaMH. XOCT

MapCHUT TEPENaHHbIE €My NapamMeTpbl KOMAaHIHOM CTPOKH, W3 KOTOPBIX MOJY4YaeT

napamerpbsl sl HAacTpOMKHM IUIarMHOB. Jlayee, CKaHHUpYyeTCs JUPEKTOpus C

IJIaruHaMHU, TJ1€ KaxIbli IUIaruH NpeicTaBisieT u3 ceds cOopKy.

[poriecc 3arpy3Ku miaruHa:

B c6opke HaxoasaTCs Bece Kiaacchl, peanu3yromue natepdeiic IPlatfomFactory.
Co3naercs oObekT Kinacca IPlarformFactory.

VY o6bekra IPlatformFactory BebiBaeTcs meton Create, u B Hero mepegaercst
napaMeTphl I WHUIMAIU3AIUKA TUIaruHoB. [lpu ycnemHol MHUIMAIM3aluu
wiaruHa, meron Create Bo3BpamiaeT OOBEKT, pealu3yrolui uHTepderic
IPlatform.

Y o0bekra IPlatform Bei3biBactcst meton StartPlatform u B Hero mepemaercst
CChIIKA Ha 00BEKT, peanu3yrommii uarepderic |HOSL.

[Tocie 3arpy3Ku IIariHOB, XOCT HAYMHAET CJIYIIATh COOOIICHUS OT KJIMEHTOB,

" IIepcaaBarb 3TH COO6H1€HI/I$I COOTBCTCTBYIOIIUM ILJIaIrMHAM.
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JIucTuHr 2 — @yHKIMKY 3arpy3KH IJIarMHOB
private void LoadPlatforms()

{
var platformDir = Path.Combine(Directory.GetCurrentDirectory(),
“"platforms™);
foreach (var platformAssemblyDir in Directory.GetDirectories(platformDir))
{
Path.GetFileName(platformAssemblyDir);
null)

var platformAssemblyName
if(platformAssemblyName =
continue;

var platformAssemblyFile Path.Combine(platformAssemblyDir,
platformAssemblyName) ;

Logger.Log(platformAssemblyFile);

var assembly = Assembly.LoadFrom(platformAssemblyFile);

var platforms = LoadPlatformsFromAssembly(assembly);

foreach (var platform in platforms)

{
platform.StartPlatform(this);
Logger.Log($"loaded {platform.GetPlatformName()}'");
_loadedPlatforms.Add(platform.GetPlatformName(), platform);
}

}

private IEnumerable<IPlatform> LoadPlatformsFromAssembly(Assembly assembly)

{

var platforms = new List<IPlatform>();
var definedFactoryList =
assembly.GetTypes() -Where(type =>
type.GetiInterfaces() .Contains(typeof(IPlatformFactory)));
foreach (var factoryType in definedFactoryList)

{
var factory = (IPlatformFactory)Activator.Createlnstance(factoryType);

if(!_platformOptions.TryGetValue(factory.GetPlatformName(), out var
options))
options = new Dictionary<string, string>(Q);

var platform = factory.Create(out var error, options);
it (platform == null)

{
Logger.Log($"error while instancing platform

"{factory.GetPlatformName()}": {error}");
continue;
}

platforms.Add(platform);

}

return platforms;
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3.10. PA3PABOTKA KINMEHT CKOU BUBNTMOTEKMU

OCHOBHBIMH KJIaCCaMM KJIMEHTCKOHN OMOMMOTEeKH sBisioTcs Kiaccel Client u
Device. Kmacc Client mo3BoisieT CBSI3BIBAaTECA C XOCTOM, 3ampalinBarh CIIHCOK
MOJKITIOUYCHHBIX ~ YCTPOWCTB W HAXOAUTh HYXKHBIE YCTPOWCTBA IO  €r0
uaeHTudukaropy. KoHkpeTHble yCTpoHCTBa IPENCTABIISIOTCS B BUIE 00BEKTa Kilacca
Device. OOBeKTHI JAHHOTO Kjacca TO3BOJIIIOT MPOCMATPHBATh HHQPOPMAIMIO 00
YCTPOMCTBE: CTaTyC, CBOWCTBA; a TAK)KE BBI3BIBATH METOJBI M TIOJIMUCHIBATHCS HA
coObITHs. Bce BBI3OBBI TPOMCXOAAT acHHXpPOHHO. [Iporecc Bei3oBa meroma 10T-

YCTpOMCTBA MPEICTABJICH HA pUCYHKE 12.

SEEE!FILIJE!HHE Bbi3084
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Brizoe meToga
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MeHen¥ep Exl30808
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e
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=
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CeTesoi MeHem«ep
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—1

epefada 0TEETa
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O0padoTEa QaHHBIK
1 ELIZ0E METOOE

Pucynok 12 — IIpouecc BbizoBa Metona loT-yctpoiictBa
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Ha makeTe n300pakeHO IJIaBHOE OKHO MPUJIOKEHUS, OKHO CIIUCKa Jpy3ei (6),

OKHO Bxojaa W peructpauuu (7). Ha rmaBHOM OKHE MPUCYTCTBYIOT CJIEAYIOIIUE
JJIEMEHTHI :

1. Crucox (aiiyioB Ha CBOEM YCTPOHCTRBE.

2. Criicok (haityioB Ha yJ1aJIcHHOM YCTPOMCTBE.

3. Tekymmii myTh U CIMCOK TOYEK BXOJla HA CBOEM YCTPOICTBE.

4. Texymmuii MyTh ¥ CIHCOK TOYEK BXOJIa HA yIAJICGHHOM YCTPOMCTRE.

)

Cnmcoxk ycTpoHCTB.

3.11. PASPAGOTKA FrEHEPATOPA UHT EP®ENCOB

['eHepanus K1accoB U1 YCTPOMCTB OCYILECTBIIETCS € IMTOMOIIBI0 KOMIIOHEHTA
CodeDom. [/lanHasi TEXHOJIOTHS MO3BOJIIET OMHUCHIBATH MOJIEb KOJia B MPOrpaMMe B
BUJE Tpada, a 3aTeM MPEeBPATUTh ITO MPEACTABICHNUE KOJIa B UCXOIHBINM KO Ha SI3bIKE
C# wm CKOMIIMIMPOBATH €T0 B COOPKY.

Jnsa kaxaoi miathopMbl T€HEPHUPYETCs MPOCTPAHCTBO HMMEH, B KOTOpPOE
3aKJTIOYAIOTCS KJIAacChl YCTPOMCTB, MpUHANJISKAIIME JaHHOU uatdopme. ['eneparus
COEPKUMOr0 KJlacca MPOUCXOAUT HA OCHOBAHWU OIMCAHUSl YCTPOWCTB M3 KJacca
DeviceDescription. Jlns kakaoro kiacca T'€HEPUPYETCS CBOWCTBA, METOJbI U
coObITHs. B mucTuaTe 3 mpencTaBieH Ko, KOTOPBI aBTOMAaTHYECKUI CTeHEpUPOBaH
Ha OCHOBAHMM OMNHKCAHMS YCTPOWCTBA. [ €Hepanus MeTona 3aKio4acTcs B CO3aHUU
MeTO/1a Kjlacca ¢ He0OXOUMBIMH apTyYMEHTAMH U TUIIOM BO3BpaIlaeMOTO 3HAYCHHUSI.
A apryMeHThl METOJa COOMpAIOTCS B MAacCHB, 3aTeM MEpelaloTcs JUHAMHIECKOMY
BBI30BY BMECTE€ CO CTPOKOBOW KOHCTAaHTOW, OIIMCHIBAIOIIEH HA3BaHUE METO/A.

I'eHepanmst CcOOBITHSI COCTOWT W3: TEHEpaIlMy Jejierara COOBITHSA, OOBIBICHUS
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COOBITHS (C TOMOIIBIO KIIFOUEBOTO CIIOBAa «EVEND»), TeHepaluu MPOKCHU-METoJa U
perucTpanuu JaHHOTO METoAa Y TUCTIeTYepa COOBITHIA.

JIucTUHT 3 — aBTOMAaTUYECKU CTEHEPUPOBAHHBIN KO/

namespace 10T.Devices.Dummy

{
using System;
using System.Threading.Tasks;
using 10T.Common;
using 10T.Client;

public class Dummy

{

private 10T.Client.Device _device_controller;

public Dummy(10T.Client.Device device)
{
this._device_controller = device;
this._device_controller.SubscribeEvent('event0",
this.@__event_proxy_Event0);
}

public event EventOEventDelegate EventO;

public async Task<System.String> StringMethod(string s)
{
object[] @ collected params_array = new object[] {
s};
return ((string)(await
_device_controller.InvokeMethod("'string_method™, @_ collected_params_array_)));

}
private void @ __event_proxy_ EventO(object[] eventParams)
{
this.Event0();
}

public delegate void EventOEventDelegate();

3.12. PA3PABOTKA TrEHEPATOPA UHTEP®EWUCOB

CTpyKTypa NpOEKTOB PaCIIMPSEMOUN CUCTEMBI B3aUMO/IEUCTBHSI KOMIIOHEHTOB
MHTEpHETa Beliel mpeactabieHa pucynke 13. Tak kak 8 Common comepikatcs

O6HII/IG KJIaCChbI, TO OH ITOAKIHOYACTCA KaK 3aBUCUMOCTh KO BCEM OCTaJIbHbIM
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npoekram. Platforminterface siBmsieTcst cBSI3yroIMM 3BEHOM MEKIY XOCTOM M
IUTAarHHAMH, COOTBETCTBEHHO OH TIOAKITIOYACTCS KaK 3aBUCHMOCTH K XOCTY H
mwiaruny. [{is moaydenus onucanus yctporcTs, DeviceBindingsGenerator

UCITONb3YeT (DYHKIMOHAIL, peaan3oBaHublii B onomoreke Client.

Dc#
|
Common
¥
CH# CH# CH#
—C] -O0—
v Client v Platforminterface Host
CH# CH#
C1- C1-
DeviceBindingsGenerator TecToBeIM NNArkH

Pucynok 13 — CtpykTypa NpoeKkToB pacmpsieMO CUCTEMBI B3auMOJICUCTBUS

KOMIIOHCHTOB MHTCPHCTA BCHICI\//I
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4. PEANN3ALNA

[Tociie cOOpkM IpOEKTa IOJIB30BATEIb MOXKET YCTAHOBUTH XOCT Ha CEpBEp,
YCTAaHOBUTh TpeOyeMble IUIarMHbl C YCTPOWCTBaMHU M 3alyCTUTh CHCTEMY.
[Tonp30Barens MOKET Hamucarb KOJ JUIA  B3aWUMOJEWUCTBUS YCTPOWCTB C

HCIIOJIb30BAaHUE KIMEHTCKON OmOamotreku. Ilocie KOMITMJIAIIMH I10Jb30BaTCIIBCKOTO

KOJa " €ro 3allyCKd, HAUMHACTCS aBTOMATU3NUPOBAHHOC YIIPABJICHHUC YCT'pOfICTBaMI/I.

Pucynok 14 — ABTOMaTU3MpOBAaHHOE YIIPABJICHUE JIAMIION
B kauecTBe npumepa paboThl KIMEHTCKOW OMOJIMOTEKHU ObLIT HAMKMCAH CKPUIIT,
NOAKIIOYAIONIMIACA K XOCTY U BBIBOJAIMI uHpOpMaIMio 00 YCTpOWCTBax.
BeiBoautes Takas uHdopmaius Kak miatgopma yCTpOHCTBA, THII, HIEHTU(DUKATOD,
UM U OHJalH cTaryc. CKPUHIIOT TOKa3bIBAIOLMN JaHHYI0 HH(POPMAIUIO

IIPEACTABJICH Ha PUCYHKeE 15.
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Client.exe

'Dummy " 3 y' o id: name: 'Dummy devic online:True
'"Mih : i. . id: . fd3b1l%' name:'lumi.l B1fd3b19’
] i id: 'lumi. ] na 'Agara Curtain Co
or_switch.v2' id:'lumi.l name: 'Llumi.158d0 6" online:
.agglel’ i i. " name: ' lumi 2' online:
colorl' id 40 light Color Bulb' onli
colorl' id:' name: 'Yeelight Color Bulb2' online:Fa
zhimi. 2 id: ' name: 'Smartmi Inverter Pedestal Fan' online:False
:'lumi.curta ! id: 2 ' name: 'Agara Curtain Controller'
:'lumi.curta id: i. name: 'Agara Curtain Controller’
Lumi.curtain.v id: i. name: 'Agara Curtainm Controller’
name: 'Mi 360 Webcam' online:False

Pucynok 15 — Madpopmanus 00 ycTpoiicTBax, MOJydeHHas ¢ HOMOIBIO
CKpHIITa
JIst paboThl ¢ XOCTOM TpeOyeTcsi, UTOOBI OH ObLT MOCTOSIHHO 3amyIIeH. XOCT
SBJISIETCS] KPOCCIUIATOPMEHHBIM, a TAK)KE€ MOYKET ObITh YCTAHOBJICH Ha OJHOTUIATHBIC
KOMITbIOTEphI.  JlaHHAass 0COOEHHOCTh TO3BOJISIET JAEpXKaTb XOCT TOCTOSTHHO

BKIIFOYCHHBIM, a TAKIKC CYHNICCTBCHHO S5KOHOMMWTDL SHCPTUIO.

Pucynok 16 — XocCT, ycTaHOBJICHHBIH Ha O/THOTIIATHBIN KommbroTep Orange Pi
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5. TECTUPOBAHUE

5.1. METOOONOIrnA TECTUPOBAHUA

Cucrema YCIICHIHO IIPOXOAHUT HOHUT-TCCTBI — IIPOBCPCHBI HAa KOPPCKTHOCTH

OTACIIbHBIC MOAYJIM MHCXOJHOT'O KOJa IIpOorpaMmal. P33pa6OTaHHBIﬁ KOMIIJICKC

ycnemHo mnpoien TectupoBaHue Ha loT-yctpoiictBax kadeapst OBM. bbiio

MPOBENICHO (DYHKIIMOHAIBHOE TECTUPOBAHHUE.

5.2. MPOBEAOEHUE NPOLEAYPLI TECTUPOBAHUA

TectupoBanue pa3pabOTaHHOTO MPOTPAMMHOTO KOMIUIEKCA MPOBOIMIOCH Ha

cucteme Linux.

B tabnuie 1 onrucano TecTupoBaHuE JEHCTBUS « YCTaHOBKA IIJIATMHAY.

Tabmuia 1 — YcraHoBKa ruiarvua.

CBOMCTBO

3HadyeHue

Breimomnasemele neicTBUS

[Tomerienne cOOpKM IUIarnHa B gupexToputo plugins B

narnke XocTa.

OsxuaeMble pe3ybTaThl

[Ipy BKIIIOYEHHM CHUCTEMBI, JIOJDKHO TPOU30UTH

oOHapy)KeHHEe W WHHNHMATW3anusa 1uiaruHa. I[lmarus

JOJDKEH HadaTh (PYHKIIMOHUPOBATH.

[lomy4yeHHbIE pe3ynbTATHI

[locne BKIIOUEHUSI CUCTEMBI, TUIATMH 0OHAPYKUBAETCS.
Nuunmanusanys NOPOXOAWT YCIEHMHO —  IUIarvH

HauYMHAET paboTaTh.

B Tabmure 2 onucano TeCTUPOBAHKE TIPOBEPKH CBSI3H C KIIMEHTOM.

Tabnmma 2 — [IpoBepka CBsI3U MEKITY KIIMEHTOM U XOCTOM.
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CBOJCTBO

3HaueHue

Breinmonnsemeblie nelic TBUS

Cozgan mpoekt Ha C#, mnoakmodeHa KIMCHTCKAS
oubmmoTteka. Hammcan koj, 3anpammBaroOIdid ¢ XOCTa
CIHUCOK TOJKIIOUYEHHBIX YCTPOWCTB M BBIBOJSIIIMM UX

Ha DKpaH.

OunpaemMple pe3yJbTaThl

YcnemHoe yCTaHOBKa CBA3H.
Xoct  mepemaer  MH(pOpPMAIHUIO, uH(popManus

OTOOpa)kaeTcs Ha dKPaHE.

[loy4yeHHbIE pE3yNbTATHI

[locne 3amycka HamMCAaHHOM MPOTPAMMBIL, MPOUCXOIUT
3alpoC CHUCKa NOAKIIOYEHHBIX YCTPOWCTB. Cnucok

YCTPOHCTB OTOOpaXkaeTcsi Ha SKpaHe.

B Ta6J'II/II_[e 3 omrcaHo TCCTUPOBAHUC BbI30OBA MCTO1a YCTPOﬁCTB&

Tabymua 3 — TecT BbI30Ba MeTO/Ia YCTPOUCTBA.

CBOMCTBO

3HadyeHue

Breimonnsemelie nelic TBUS

Hammmcan  moJsb30BaTesibCKUM  CKPUNT,  KOTOPBIN

BBI3bIBACT MECTO/J BKIITOUCHUA JIAMITOYKH.

OxuaemMple pe3ybTaThl

[Tosmb30BaTENBCKUM CKPUIIT YIPABISECT BKIIOYCHUEM

JJaMIIbl — IIPOUCXOAUT BKIIIOUCHHUC.

[Tony4yeHHbIE pe3ybTaThl

Ilocne 3amycka TOJB30BATEILCKOW  MPOTPAMMEI,

JaMITO4YKa BKIIFOYACTCA.
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B tabamme 4 onmrcaHo TECTUPOBAHUE COOBITHI YCTPOMUCTB.

Tabmmma 4 — TecT cOOBITHN YCTPOKCTB.

CBOIJCTBO 3HaueHue

BeinonnHsemsele nerictBus | Hammcan — monb30BarenbCKUM — CKPUIT,  KOTOPBIM
CBSI3BIBACT CUTHAJI HAXaTWs KHOIKU M BKJIIOYEHHUE

JaMITIOYKH.

Oxwunaemble pe3yibTarel | [lonb3oBaTenbCckuil CKpunT cBsA3bIBaeT aeiictBus l0T-
ycTpouicTB. [Ipm HaxatmMm Ha KHOIKY, JIaMIIOYKa

3aropaeTcsl.

[Tosyuennsie pesynbrarel | [losb30Barensckuil ko 3amyiieH. [locne Haxatusa Ha

KHOIIKY, JIaMITO4YKa 3aropacTcs.

Kak BumHo w3 TecToB, pa3zpaboTaHHas cuUcTeMa pabdOTaeT KOPPEKTHO U
MO3BOJISIET TOJB30BATENI0 B3auMOJEUCTBOBAThL ¢ |0T-ycTpoiicTBaMu pa3iMyHbIX

MPOU3BOAUTETIEH.
6. PYKOBOOCTBO lNOJIb3OBATEIJA

JIaHHBII ~ TPOrpaMMHBIM  KOMIUIEKC  NPEJHA3HA4Y€H JUId  CO3JaHUs
ABTOMAaTU3UPOBAHHBIX cucTeM yrpasiieHus loT-yctpoiicTBamu.
CucTtemHble TpeOOBAHNUS AJIs1 KIMEHTA/XOCTa:
— omnepamuonHasi cuctema: Linux, Windows, MacOS;
— cpena ucnoJineHus Mono;
— HaJIM4YME CETEBOTO MOJAKIIOYEHUS 10 XOCTa;

— orneparuBHas namsth: 512 Mb.

6.1. HACTPOMKU XOCTA

1. YcrtanoButs cpeny ucnosHeHus: Mono.
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2. TlomecTHTh (haiiapl XO0CTa B TUPEKTOPHUIO HA KOMITBIOTEPE.
3. YcraHoBUTH HEOOXOIMMBIE TUIATUHBL

a. Coszmarp manky “plugins” B TUPEKTOPHH XOCTA.

b. Jlas xa)kaoro IiarMHa co3aarh Marky B marke “plugins”.

c. IlomecTuTh (haiiapl mIarmnHa B COOTBETCTBYIOIIYIO TIAMKY.

4. 3amyck X0ocTa ¢ epegaveil napameTpoB IUIariHOB.

a. CdopmupoBaTh CITUCOK MAapaMETPOB IS JIATUHOB.

b. ®opmar rmapaMeTpoB HMeeT BU/:
“Ha3BaHME IIAaTGOpPMBI:HA3BaHUE TapaMmeTpa:3HadueHne  (Hampumep,
mihome:app_ip:192.168.0.10).

C. 3amyCTUTh XOCT C MOMOIILIO KOMaHabl: mono Host.exe “mapmerpnr”
(Harpumep, mono Host.exe mihome:app ip:192.168.0.10
mihome:app_port:6666).

‘DummyPlatform.dll

mihome/host/iot-host,

LoadPlatfo /mnt/datald/doc N id/mihome/host/iot-host/Host/Host.cs
al/docume n id/f ef t/Host/bin/Debug/platforms/MihomePlatfor ithomePlatform. exe

[MihomePlatform= StartPlatform() -= /mnt/datal/documents/dev/android/mihome/host/iot-host/MihomePlatform/MihomePlatform.cs:49]
start

[Host> LoadPlatforms() -= /mnt/datal/documents/dev/android/mihome/host/iot-host/Host/Host.cs:116]
loaded Mihome

Pucynok 17 — CKpUHIIOT 3aIyIIIEHHOTO XOCTa
6.2. ICMNONb30OBAHUE KITMEHTCKOWN BUBJINOTEKU

Kmuentckas OuOimoTreka HeoOXxoanMa, 4YTOOBI B3aMMOJIEHCTBOBATbL C
IIPOrpaMMHBIM KOMITJICKCOM.

[Iponecc mOATOTOBKY K HAIIMCAHWIO CKpUNTa 111 yrpasieHusa loT-yctpoucTsa

A1 S13% 101117178
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8.

Co3narb npoekT Ha s3bike CH#.

[Moaxmounts coopky Client.dll kK mpoekTy Kak 3aBUCHMOCTb.
OIILNOHAJIBHO. 3amyctuts nporpammy DeviceBindingsGenerator.exe ais
reHepanuy HHTEPPEHCOB K YCTPOHCTBAM.

O Jammas mporpamma crerepupyer cOopky IOTDevices.dll,
KOTOPYIO HEOOXOTUMO TaKXKe MO IKIIOIUTh K IIPOEKTY.

B xone cozmate sx3emmisip kimacca Client, mepenas emy [P, maposs xocta u
UACHTU(PHUKATOP TOJTH30BATEIA.
o Client client = new Client("196.168.0.10", 6667, "id™).
BezBate Meronm Sync() y oOowekra Client myiss CHHXpOHW3AIUA YCTPOKWCTB C
XOCTOM.

o await client.Sync().
[losryuuTh CCHUIKY Ha YCTPOUCTBO ¢ moMoIbio MeTona GetDevice().

0 Device device = await client.GetDevice("platform _name",
"device_id").

Bb13Barh MeTo 17151 yCTPOMCTBA BO3MOSKHO JIByMsI BApUAHTAMU:

O 1 Bapmant. Hanmpsmyto uepe3 o6bekT Device (Hampumep,
await  device.InvokeMethod("set_rgb", new object[]{ new
RGBColor(200, 0, 0) }).

O 2 BapuanT. C MOMOIIBIO KIJIACCOB, MOJIyYEHHBIX OT TeHeparopa
unrepdeiico. (Hampumep, YeelinkLightColorl lamp = new
YeelinkLightColorl(device);
await lamp.SetRgb(new RGBColor(200, 0, 0));).

[Toy4uTh OCTYIl K CBOMCTBY YCTPOMCTBA BO3MOKHO JABYMsI BADUAHTAMH:
0 1 Bapmant. Hampsimyro depe3 o0bekt Device. (Hampumep,

RGBColor color = await device.GetProp('rgh™);).
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O 2 BapuanT. C MOMOIIBIO KJIAacCCOB, MOJYYEHHBIX OT T€HEparopa
untepdeiicos. (Hanpumep, YeelinkLightColorl lamp = new
YeelinkLightColorl(device);

RGBColor color = await lamp.RGB;)
9. Ioamucarbest HA COOBITHS YCTPOUCTB MOYKHO IBYMSI BAPUAHTAMH:

O 1 Bapuanr. Hanpsmyro uepe3 o0Obexkr Device. (Hampumep,
device.SubscribeEvent("on_color_change”, callback);).

O 2 BapuanT. C MOMOIIBIO KJIAacCCOB, MOJYYEHHBIX OT T€Heparopa
untepdeiicos. (Hanpumep, YeelinkLightColorl lamp = new
YeelinkLightColorl(device);
lamp.OnColorChange += callback;).

6.3. PYKOBOACTBO NO HAMUCAHUIO MNMITAITNHA

Jli 1oOaBieHUs HOBOTO YCTPOMCTBA B PaCIIMPSEMYIO0 CHCTEMY, HEOOXOAUMO
peam30BaTh IUIArWH JJI 9TOTO yCTpoicTBa. KakapIii miarun npeacTapiseT u3 ceds
cOOpKY, HANMCAHHYIO Ha s3bIke CH.

[Ipouecc HanMcaHus MJIaruHa:

1. Co3natrb HOBBINM NPOEKT Ha si3bike CH.

2. Tlogxkmounts cOopku Common.dll u PlatformInterface.dll x mpoekry kak
3aBUCHUMOCTb.

3. Heobxoammo cosnathk kiacc, peammsyrommid uaTepdeiic [Platform — manubIif
KjIacc OyaeT oTBedaTh 3a YOpaBJCHHE IUIAriHOM. Tpedyercs peann3oBaTh
CJIEIYIOIINE METOIbI:

a. void StartPlatform(IHost host) — manHHBINE MeTOm OTBEYaeT 3a 3amycK
wiargopmel. [lnarun gomwkeH coxpanutb OO0BEKT host, 4TOOB UMETH

BO3MOZKHOCTD BBaI/IMO,[Ief/'ICTBOBaTB C XOCTOM.
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b. void StopPlatform() — pmamHBIE MeTOm OTBEYacT 3a OCTAHOBKY
mI1aT(GOpPMBI.

c. string GetPlatformName() — gaHHBIE MeTOA [OOJDKEH BO3BpAIATh
unentudukarop miathopmel. Uaentudukarop OyaeT HCHOIB30BATHCS
KJIMEHTaMU JJ1sl TIOUCKA YCTPOWCTB.

d. ICollection<DeviceDescription> GetDeviceDescriptions() — agaHHBII
METOJ| OJDKEH BEPHYTh KOJUIEKIMIO C ONMUCAHWSIMU BCEX YCTPOWCTB,
MOJICP)KUBACMBIX JaHHOW TIwiaTdopMont. [l reHepany OIMCaHUS
YCTPOMCTBAa  CJEmMyeT HCHoJb3oBarh  Merom  DeviceDescription
GenerateDescription(Type deviceType, string platform) xmacca
DeviceDescriptionGenerator.

e. ICollection<DeviceData> GetDevices() — maHHBI METOJ JOJDKEH
BEPHYTh KOJUIEKIIMIO BCEX YCTPOWCTB, KOTOPbHIE B JIAHHBII MOMEHT
3aperuCTPUPOBAHBI B IIIATPOpMe.

f. void InvokeDeviceMethod(string  devicelD,  string  method,
IReadOnlyCollection<JToken> serializedMethodParams,
IMethodInvocationinstance invocationinstance) — maHHBI MeTOA
BBI3BIBACTCS XOCTOM, KOIJa MPOUCXOAMUT 3alpoc Ha BBI30B METOJa
yCTpoicTBa y AaHHOM IuaT@opmbl. B obiiem ciydae JaHHOMY METOIY
HEOOXOAMMO HAMTU Cpelu CBOMX YCTPOMCTB YCTPOWCTBO C 33AaHHBIM
UIeHTU(UKATOPOM M TiepefaTh €My 3alpoc BbI30Ba (BbI3BAB METO/I
yctpoiictBa InvokeMethod).

4. HeoOxoauMo co3aaTh Kiacc, peammsyronmid untepedeiic [PlatformFactory,
KOTOpPBII OTBEUAET 3a MHULMAIM3ALMIO TUIaTrGopmbl. B HeM NOJKHBI OBITh
peann30BaHbl CIAEAYIOIIME METOJIbI:

a. string GetPlatformName() — ngaHHBIH MeTOa JOJDKEH BO3BpaIaTh

uaeHTuukarop miatgopmel. Bo3Bpaiiaemoe 3Had€HHE 3TOrO METOJIa
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JIOJDKHO COBIAAATh C BO3BpAIAEMbIM 3HAYEHUEM AaHAJIOTMMHOIO METO/1a
y KJacca, peanusyromero uatepdeiic [Platform.
b. IPlatform Create(out string error, Dictionary<string, string> options) —
JTaHHBIA METOJl MHUIMAIM3UPYET MIaTGOopMy M BO3BpAIIAeT CChUIKY Ha
Kiace, peamsyronmii uaTepdeiic [Platform. B atoT MeTon mepenaercs
HaOboOp TapaMmeTpoB, TIEPEAAHHBIX TMOJB30BATEISIM  JJIsI  JAHHOM
m1aThOPMBbI, KOTOPbIE MOTYT OBITh UCTIONIF30BAHBI TIPU MHUIHATIN3AIIMH.
B cnydae onmOku BO BpeMsi MHUIIMAIM3AINN, METOJ IOJDKEH BEPHYTH
3HaueHue null, a B BBIXOJHOW mapameTp error JOoJDKHA OBITh 3arrcaHa
CTpOKa ¢ COOOIICHHE 00 OIMOKE.

5. B ciydae, ecnu peanuzanusi JIOTUKH YCTPOWCTB JIOJDKHA HAXOAUTCS HE B
IJIarvHe (HarpuMep, Ha MUKPOMPOILIECCOPE YCTPOMCTBA), CIEAYET CO37aBaTh
KJIaCChl YCTPOWCTB, Haclemysicb OT Kkimacca AbstractDevice. Heobxomgumo
peamm3oBath Metoa InvokeMethod() m B Hem TpaHCIMpOBaTh BBI3OB K
(haKTHIeCKOH peaan3ainy JJOTHKHA YCTPOHCTRA.

6. Bo Bcex OCTalbHBIX CiydasX, KOTJa pealu3anus JOTUKH YCTpOHCTBa
HAaXOJIUTCA B CaMOM IUTarvHe, CJEYEeT CO3BaTh KJIacChl YCTPOMCTB, HACIEAYSICh
ot kiacca BaseDevice.

a. Jlns oObsiBNEHUs CBOMCTBA YCTPOHUCTBA, HEOOXOAMMO OOBIBUTH B Kilacce
T0JIe WJIA CBOWCTBO M MOMETUTH €ro atpudyToM DeviceProp.
[DeviceProp(Name ="prop _name™)]
public int prop;

b. s 0OBsABICHUS COOBITHS YCTPOHCTBA, HEOOXOAMMO OOBSIBHTH B KJIACCE
JierieraT u coObITHE U TOMETUTh coObITHE atpudyToM DeviceEvent.
public delegate void EventDelegate();

[DeviceEvent(Name ="event_name")]
public event EventDelegate Event;
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C. Jlns oObsiBIEHUsS METOAa YCTPOHCTBA HEOOXOMMMO OOBSBHTH B Kilacce
METOJ ¥ IOMETHUTH ero arpudytoM DeviceMethod.

[DeviceMethod(Name = "method _name")]
public void Method(string arg0, int argl) {/*Peamu3aius meroga*/}

d. Cuenyer ucmonb3oBarh atpuOyT Doc a1 BHEAPEHUS ITOKYMEHTAIUH B
OTIMCaHUE YCTPOUCTB. DTOT aTpHOYT MOKHO MIPUMEHATD K KJIaccy, TOJII0,
CBOMCTBY, COOBITHIO, ITAPAMETPY COOBITHS, METOY, TTapaMETPy METo1a U
K BO3BpalllaCMOMY 3HA4YCHHUIO MCTOJ1a.

[Device Method(Name = "string_method™)]

[Doc("This method returns upper-case variant of string™)]
[return: Doc("Upper-case variant of input string")]

private string StringMethod([Doc("Input string™)] string s)

{
return s. ToUpper();

¥
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7. SAKITIOYEHUE

B xone BeIMoHEHUST BBITYCKHON KBATM(PUKAITMOHHOW PabOThI OBLT MPOBEACH
aHAJIM3 CYIIECTBYIOIIMX MPOTPAMMHBIX KOMIUIEKCOB i ympasieHus 10T-
YCTPOMCTBAMHU: BBIJEICHBl MX HEAOCTATKA M MPEIJIOKEHO YCOBEPIICHCTBOBAHHOE
pelIeHUE. bbUI CHOPOEKTUPOBAH M PEATU30BAH PACIIUPSAEMBIA NPOrpaMMHBIN
KOMIUIEKC Ay ynpasiieHust |0T-ycTpolicTBaMM pasziM4dHBIX NOpow3BojuTENCH. B
OTIIMYMU OT AaHAJOTHYHBIX CHCTEM, pa3paboTaHHas CHUCTEMa TOJACPKUBACT
HalMCaHWe CKPHUNTOB Ha S3bIKE OOINEro Ha3HA4YCHMs, YTO T03BOJISIET CO3/aBaTh
HEOTPAHWYEHHO CJIOXKHBIE CIECHAPUU B3aMMOACUCTBUA. JlaHHBIA TpOrpamMMHbIN
KOMIUJIEKC MOYHO HCIIOJIB30BaTh sl 00y4eHUs CTYICHTOB paboTe C COBPEMEHHBIMU
loT-TexHoMOTMSIMU, TIPOBOAUTH JabopaTtopHbie pabdoThl. [lo3BosseT mucath, Kak
CKPMIITBI aBTOMAaTU3ALUU CYHIIECTBYIOIMX YCTPOWUCTB, TaK U PEATM30BaTh O UIEPIKKY
U1l HOBBIX yCTpoHMcTB. Takke pacumpseMyro cucteMy B3aumojencTBust 0T-
YCTPOMCTB MOYXHO HWCIIOJB30BaTh [JJs1 IMOCTPOMKH «YMHOTO JOMa», BO3MOYKHO
UCIIOJIb30BaHUE B KOMMEPUYECKUX IesiX. Pa3paOoTaHHBIA KOMIUIEKC BKIIOYAET B
ce0s: 1Be MporpamMMBbl U JIB€ OUOJIMOTEKH.

ITo uroram paboThl, MOKHO CZI€NATh CIECIYIOLIUE BHIBOBI:

— MOJIy4yeHa pacumpsemas cuctema ynpasieHus l0T-yctpoiicTtBamu;

— coszzaHa 6a3a 1 pacIIMpeHusi CHCTEMbI HOBBIMU KOMIIOHEHTAMU,;

— peann30BaHa KIMEHTCKas OMOJIMoTeKa B3auMOICHCTBUS C CHCTEMO;

— peanu30BaH reHepaTop HUHTEep(encoB mjii yAOOHOTO € B3aUMOJEHUCTBHS C

YCTPOMCTBOM,

— pa3paboTaHHBIN KOMIUIEKC OyneT MNpeajioKeH g BHEOPEHUs Ha Kadenpe

ANEKTPOHHBIX BbIYUCIUTENBbHBIX MalimH ®I'AOY BO «tOVYpl'Y (HUY)».
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NMPUNOXEHUE A
MCXOOHbIN KOO XOCTA

daiin ClientManager.cs

using System;

using System.Collections.Generic;
using System.Ling;

using System.Timers;

using IOT.Common;

using IOTHost;

namespace Host

{
public class ClientManager : IDisposable
{
private readonly Dictionary<string, Client> _clients = new Dictionary<string,
Client>();

private readonly Timer _checkActiveClientsTimer = new Timer (2000);

public class Client

{
public readonly string ID;
public DateTime LastPingTime;
public Client(string id)
{
ID = id;
LastPingTime = DateTime.UtcNow;
}
}
public ClientManager ()
{
_checkActiveClientsTimer.Elapsed += OnCheckActiveClientsTimerEvent;
_checkActiveClientsTimer.AutoReset = true;
_checkActiveClientsTimer.Enabled = true;
}
public void Dispose()
{
_checkActiveClientsTimer.Dispose();
}
public IEnumerable<string> GetClientIDs()
{
return _clients.Keys;
}

public void ProcessClientPing(string id)
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if (_clients.TryGetValue(id, out var client))

client.LastPingTime = DateTime.UtcNow;

else

{

}

_clients.Add(id, new Client(id));
Logger.Log($"new client {id}");

private void OnCheckActiveClientsTimerEvent(object source, ElapsedEventArgs e)

{

var forRemoval = new List<string>();

foreach (var client in _clients.Values)

{

}

if(DateTime.UtcNow - client.LastPingTime >= TimeSpan.FromSeconds(5))

forRemoval.Add(client.ID);

foreach (var id in forRemoval)

{

_clients.Remove(id);
Logger.Log($"client {id} removed");

daiin ClientRequestRecord.cs

using System;

using Newtonsoft.Json.Ling;

namespace Host

public class ClientRequestRecord

{
public
public
public
public

public

readonly string ClientIdentity;
readonly string Action;
readonly ulong? InvocationID;
readonly JToken Data;

ClientRequestRecord(string clientIdentity, string

invocationID, JToken data)

{

ClientIdentity = clientIdentity;
Action = action;

InvocationID = invocationID;
Data = data;
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daiinn Host.cs

using System;

using System.Collections.Generic;
using System. IO;

using System.Lingq;

using System.Reflection;

using System.Timers;

using IOT.Common;

using IOTHost;

using IOTHost.PlatformInterface;
using Newtonsoft.Json;

using Newtonsoft.Json.Ling;

namespace Host

{
public class Host : IDisposable, IHost
{
private const string TAG = "Host";
private readonly IDictionary<string, IPlatform> _loadedPlatforms

Dictionary<string, IPlatform>();
internal readonly ServerNetworkProcessor ServerNetworkProcessor;
internal readonly ServerMessageProcessor ServerMessageProcessor;
internal readonly HostMethods HostMethods;
internal readonly ClientManager ClientManager = new ClientManager();
private readonly Dictionary<string, Dictionary<string,
_platformOptions;

public static void Main(string[] args)

= new

string>>

{
var host = new Host(args);
host.LoadPlatforms();

}

public Host(string[] args)

{
_platformOptions = ParseCommandArguments (args);
ServerNetworkProcessor = new ServerNetworkProcessor(this, "tcp://*:6667");
ServerMessageProcessor = new ServerMessageProcessor(this);
HostMethods = new HostMethods(this);

}

public void Start()

{
LoadPlatforms();

}

public void Dispose()

{

ClientManager .Dispose();
ServerMessageProcessor.Stop();
ServerNetworkProcessor.Stop();

foreach (var platform in _loadedPlatforms.Values)
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platform.Dispose();

}

public void ProcessDeviceEvent(string platform, string deviceID, string
eventName, ICollection<object> eventParams)
{
ServerNetworkProcessor.BroadcastEventMessage(ClientManager.GetClientIDs(),
platform, deviceID, eventName, eventParams);

}

private Dictionary<string, Dictionary<string, string>>
ParseCommandArguments(string[] argStrings)

{

var options = new Dictionary<string, Dictionary<string, string>>();

foreach (var argString in argStrings)
{

var firstColonIndex = argString.IndexOf(':");

if (firstColonIndex == -1)

goto printError;

var secondColonIndex = argString.IndexOf(":"'
if(secondColonIndex == -1)

goto printError;

, firstColonIndex + 1);

var platform = argString.Substring(@, firstColonIndex);

var parameter = argString.Substring(firstColonIndex + 1,
secondColonIndex - firstColonIndex - 1);

var value = argString.Substring(secondColonIndex + 1);

if('options.ContainsKey(platform))
options.Add(platform, new Dictionary<string, string>());
if(loptions[platform].ContainsKey (parameter))
options[platform].Add(parameter, value);
else
Logger.Log($"option {platform}: {parameter} already present,

skipping");

continue;

printError:

Logger.Log($"malformed option: {argString}. format is:
"platform’ :'option’':'value'");

}

return options;

}

private void LoadPlatforms()

{

var platformDir = Path.Combine(Directory.GetCurrentDirectory(),
"platforms");
foreach (var platformAssemblyDir in Directory.GetDirectories(platformDir))
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var platformAssemblyName = Path.GetFileName(platformAssemblyDir);
if(platformAssemblyName == null)
continue;

var platformAssemblyFile = Path.Combine(platformAssemblyDir,
platformAssemblyName);

Logger.Log(platformAssemblyFile);

var assembly = Assembly.LlLoadFrom(platformAssemblyFile);

var platforms = LoadPlatformsFromAssembly(assembly);

foreach (var platform in platforms)

{
platform.StartPlatform(this);
Logger.Log($"loaded {platform.GetPlatformName()}");
_loadedPlatforms.Add(platform.GetPlatformName(), platform);
}

}

private IEnumerable<IPlatform> LoadPlatformsFromAssembly (Assembly assembly)
{
var platforms = new List<IPlatform>();
var definedFactorylList =
assembly.GetTypes().Where(type =>
type.GetInterfaces().Contains(typeof(IPlatformFactory)));
foreach (var factoryType in definedFactorylList)

{
var factory = (IPlatformFactory)Activator.CreateInstance(factoryType);
if(!_platformOptions.TryGetValue(factory.GetPlatformName(), out var
options))
options = new Dictionary<string, string>();
var platform = factory.Create(out var error, options);
if (platform == null)
{
Logger.Log($"error while instancing platform
"{factory.GetPlatformName()}': {error}");
continue;
}
platforms.Add(platform);
}
return platforms;
}

public IPlatform GetPlatform(string platformName)

{
return _loadedPlatforms.TryGetValue(platformName, out var platform) ?

platform : null;
}

public DeviceData GetDevice(string platformName, string id)
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{
return GetPlatform(platformName)?.GetDevice(id);

}
public IEnumerable<IPlatform> GetlLoadedPlatforms()
{
return _loadedPlatforms.Values;
}

®aiinn HostMethods.cs

using System;

using System.Collections.Generic;
using System.Ling;

using IOT.Common;

using IOTHost;

namespace Host

{
public class HostMethods

{
private delegate void HostMethod (IEnumerable<object> methodParams,
IMethodInvocationInstance invocationInstance);
private Dictionary<string, HostMethod> _methods = new Dictionary<string,
HostMethod>() ;
private Host _host;

public HostMethods(Host host)

{
_host = host;
_methods["test_method"] = TestMethod;
_methods["get_devices"] = GetDevices;
_methods["get_device_descriptions”] = GetDeviceDescriptions;
}

public void DispatchMethodInvocation(string method, IEnumerable<object>
methodParams, IMethodInvocationInstance invocationInstance)

{
if (!_methods.TryGetValue(method, out var hostMethod))
{
Logger.Log($"not found host method '{method}'");
invocationInstance.Failed($"not found host method '{method}'");
return;
}
hostMethod.Invoke(methodParams, invocationInstance);
}
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private void TestMethod (IEnumerable<object>
IMethodInvocationInstance invocationInstance)

{
invocationInstance.Completed("result from test_method!");
}
private void GetDeviceDescriptions (IEnumerable<object>
IMethodInvocationInstance invocationInstance)
{
var descriptions = new List<DeviceDescription>();
foreach (var platform in _host.GetLoadedPlatforms())
descriptions.AddRange(platform.GetDeviceDescriptions());
invocationInstance.Completed(descriptions);
}
private void GetDevices (IEnumerable<object>
IMethodInvocationInstance invocationInstance)
{
var devices = new List<DeviceData>();
foreach (var platform in _host.GetLoadedPlatforms())
devices.AddRange(platform.GetDevices());
var devicesSerialized = devices.Select(dev => dev.ToJson());
invocationInstance.Completed(devicesSerialized);
}

daiin ServerMessageProcessor.cs

using System;

using System.Collections.Generic;
using System.Lingq;

using IOT.Common;

using IOTHost;

using Newtonsoft.Json;

using Newtonsoft.Json.Ling;

using ZeroMQ;

namespace Host

{

methodParams,

methodParams,

methodParams,

public class ServerMessageProcessor : AbstractMessageProcessor<ClientRequestRecord>

{
private const string TAG = "ServerMessageProcessor";
private readonly Host _host;

public ServerMessageProcessor (Host host)

{
}

_host = host;

public void HandleMessage(ZMessage message)
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var identity = message[0@].ReadString();
var messageContent = message[1l].ReadString();

var json = JObject.Parse(messageContent);
if (json != null)
{
var action = (string) json["action"];
var data = json["data"];
var invocationID = (ulong?) json["invocation_id"];

var requestRecord = new ClientRequestRecord(identity, action,
invocationID, data);
PutMessage(requestRecord);
}
else
Logger.Log($"[ServerDispatcher] cannot parse message as json:
{messageContent}");

}
protected override void ProcessMessage(ClientRequestRecord requestRecord)
{
switch (requestRecord.Action.TolLower())
{
case "ping":
ProcessPing(requestRecord);
break;
case "request:device_invoke_method":
RequestDeviceInvokeMethod(requestRecord);
break;
case "request:host_invoke_method":
RequestHostInvokeMethod (requestRecord);
break;
default:
Logger.Log($"unrecognized action '{requestRecord.Action}'");
break;
}
}
private void ProcessPing(ClientRequestRecord requestRecord)
{
_host.ClientManager.ProcessClientPing(requestRecord.ClientIdentity);
}

public class ClientInvocationInstance : IMethodInvocationInstance
{
private readonly ServerNetworkProcessor _networkProcessor;
private readonly string _clientID;
private readonly ulong _clientInvocationlID;

public ClientInvocationInstance(ServerNetworkProcessor networkProcessor,
string clientID, ulong invocationID)

{

_networkProcessor = networkProcessor;
_clientID = clientID;
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_clientInvocationID = invocationID;

}

public void Completed(object result)
{

_networkProcessor. SendMethodInvocationResult(_clientID,
_clientInvocationID, result);

}

public void Failed(string error)

{

_networkProcessor.SendMethodInvocationError(_clientID,
_clientInvocationID, error);

}
public void TimedOut()
{
throw new NotImplementedException();
}
}
private void RequestDeviceInvokeMethod(ClientRequestRecord requestRecord)
{
if (requestRecord.InvocationID == null)
{
Logger.Log("invoke device method requested, but invocation_id not
present");

return;

var platformName = (string) requestRecord.Data["platform"];

var deviceID = (string) requestRecord.Data["device_id"];

var method = (string) requestRecord.Data["method"];

var serializedMethodParams = requestRecord.Data["params"].ToList();

var invocationInstance = new
ClientInvocationInstance(_host. ServerNetworkProcessor, requestRecord.ClientIdentity,
requestRecord.InvocationID.Value);

var platform = _host.GetPlatform(platformName);

if (platform == null)

{
invocationInstance.Failed($"platform '{platformName}' not loaded");
return;

}

if (platform.GetDevice(deviceID) == null)

{

invocationInstance.Failed($"platform '{platform}' doesn't contains
device with id '{devicelD}'");

return;

}

platform.InvokeDeviceMethod(deviceID, method, serializedMethodParams,
invocationInstance);

}
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private void RequestHostInvokeMethod(ClientRequestRecord requestRecord)

{

if (requestRecord.InvocationID == null)

{

Logger.Log("invoke host method requested, but invocation_id not

present");

ClientInvocationInstance(_host. ServerNetworkProcessor, requestRecord.ClientIdentity,

return;

}

var method = (string) requestRecord.Data["method"];

var methodParams = requestRecord.Data["params"].ToObject<List<object>>();

var invocationInstance = new

requestRecord.InvocationID.Value);

_host.HostMethods.DispatchMethodInvocation(method, methodParams,

invocationInstance);

}

using
using
using
using
using
using
using
using

}

®daitn ServerNetworkProcessor.cs

System;
System.Collections.Concurrent;
System.Collections.Generic;
System.Threading;

IOT.Common;

IOTHost;

Newtonsoft.Json. Ling;

ZeroMQ;

namespace Host

{
public class ServerNetworkProcessor : AbstractNetworkProcessor
{
private Host _host;
public ServerNetworkProcessor(Host host, string address)
base(address)
{
_host = host;
}
protected override ZSocket SocketInitialization(ZContext context, string
address)

{
var socket = new ZSocket(context, ZSocketType.ROUTER);
socket.ReceiveTimeout = TimeSpan.FromMilliseconds(10);
socket.Bind(address);
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return socket;

}
public override void SendMessage(string message)
{
throw new MethodAccessException(“"should use SendMessageToClient()");
}

public void SendMethodInvocationResult(string clientID, ulong invocationID,
object result)

¢ var data = new Dictionary<string, object>
{
{"status", "success"},
{"result", result}
s
SendActionToClient(clientID, "result:invoke_method", data, invocationID);
}

public void SendMethodInvocationError(string clientID, ulong invocationlID,
string error)

{
var data = new Dictionary<string, object>
{
{"status", "failure"},
{"error", error}
s
SendActionToClient(clientID, "result:invoke_method", data, invocationID);
}

public void BroadcastEventMessage(IEnumerable<string> clients, string platform,
string deviceID, string eventName, ICollection<object> eventParams)

{
var data = new Dictionary<string, object>
{
{"platform”, platform},
{"device_id", deviceID},
{"event", eventName},
{"params", eventParams}
}s
foreach (var clientID in clients)
SendActionToClient(clientID, "device_event", data, null);
}
protected override void HandleMessage(ZMessage message)
{
_host.ServerMessageProcessor .HandleMessage(message);
}
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®aiin Client.cs

using System;

using System.Collections.Generic;
using System.Ling;

using System.Threading.Tasks;
using System.Timers;

using IOT.Common;

using IOT.Common.DataTypes;

using Newtonsoft.Json;

using Newtonsoft.Json.Ling;

namespace IOT.Client
{
public class Client : IDisposable
{
internal readonly ClientNetworkProcessor NetworkProcessor;
internal readonly ClientMessageProcessor Dispatcher;
internal readonly ClientInvocationManager InvocationManager;
internal readonly EventDispatcher EventDispatcher;
public readonly List<DeviceDescription> DeviceDescriptions = new
List<DeviceDescription>();
public readonly List<DeviceData> Devices = new List<DeviceData>();
internal readonly Timer PingTimer = new Timer(2000);
public readonly string HostIP;
public readonly int HostPort;

public Client(string hostIP, int hostPort, string identity)
{

HostIP = hostIP;

HostPort = hostPort;

Dispatcher = new ClientMessageProcessor(this);

NetworkProcessor = new ClientNetworkProcessor(this,
$"tcp://{hostIP}:{hostPort}", identity);

InvocationManager = new ClientInvocationManager(this);

EventDispatcher = new EventDispatcher(this);

PingTimer.Elapsed += OnPingTimerEvent;
PingTimer.AutoReset = true;
PingTimer.Enabled = true;
OnPingTimerEvent (null, null);

}

public void Stop()

{
Dispatcher.Stop();
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NetworkProcessor.Stop();

}
public void Dispose()
{
Stop();
}
internal DeviceDescription GetDeviceDescription(string platform, string type)
{
return DeviceDescriptions.Find(desc => desc.Platform == platform &&
desc.Type == type);
}

public async Task<Device> GetDevice(string platform, string id, bool sync)

{
var deviceData = Devices.Find(dev => dev.Platform.Equals(platform) &&
dev.ID.Equals(id));
if (deviceData == null)

{
if (sync)
await SyncDeviceDescriptions();
await SyncDevices();
return await GetDevice(platform, id, false);
}
return await Task.FromResult<Device>(null);
}

var description =
DeviceDescriptions.Find(desc => desc.Platform.Equals(platform) &&
desc.Type.Equals(deviceData.Type));
if (description == null)
return await Task.FromResult<Device>(null);

return await Task.FromResult(new Device(this, description, deviceData));

}

public async Task Sync()

{
await SyncDeviceDescriptions();
await SyncDevices();

}

public async Task SyncDeviceDescriptions()

{

var result = await InvokeHostMethod("get_device_descriptions"”, null);
if(!(result is JArray))

{
Logger.Log($"result of get_device_descriptions should be array, but got

{result.GetType()}");
return;

}

60



using (var reader = ((JArray)result).CreateReader())

{
}

JsonSerializer.CreateDefault() .Populate(reader, DeviceDescriptions);

foreach (var description in DeviceDescriptions)
description.SetupDataTypeConverters();

}

public async Task SyncDevices()

{

var result = await InvokeHostMethod("get _devices", null);
if(!(result is JArray))

{
Logger.Log($"result of get_devices should be array, but got
{result.GetType()}");
return;

}

var devicesData = (result as JArray).TolList();
foreach (var json in devicesData)

{

if(!DeviceData.ReadPlatformAndType(json, out var platform, out var

type))
continue;

var deviceDescription = GetDeviceDescription(platform, type);
if(deviceDescription == null)
{
Logger.Log($"no description for device '{platform}:{type}'");
continue;

}

var newDeviceData = DeviceData.CreateFromJson(json, deviceDescription);
var existingDeviceData = Devices.Find(d => d.Platform ==
newDeviceData.Platform & d.ID == newDeviceData.ID);

if (existingDeviceData != null)
existingDeviceData.UpdateFromJson(json, deviceDescription);
else
Devices.Add(newDeviceData);

}

public async Task<object> InvokeHostMethod(string method, IEnumerable<JToken>
serializedMethodParams)

{

return await InvocationManager.InvokeHostMethod(method,
serializedMethodParams);

}
public DataChannel OpenDataChannel(DataChannelDescription description)
{
return new DataChannel(this, description);
}
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public void DumpDevices()
{
Logger.EndLog();
foreach (var device in Devices)

{

Logger .WriteLoglLine($"'{device.Platform}': '{device.Type}
id: ' {device.ID}' name: '{device.Name}' online:{device.IsOnline}");

Logger.EndLog();

}
private void OnPingTimerEvent (object source, ElapsedEventArgs e)
{
NetworkProcessor.SendAction("ping", null);
}

daiin ClientinvocationManager.cs

using System;

using System.Collections.Generic;
using System.Threading.Tasks;
using IOT.Common;

using Newtonsoft.Json.Ling;

namespace IOT.Client

{

internal class ClientInvocationManager : AbstractInvocationManager

{

private readonly Client _client;

public ClientInvocationManager(Client client)

{
}

_client = client;

private class AsyncMethodInvocationInstance : IMethodInvocationInstance

{

private readonly TaskCompletionSource<object> _taskCompletionSource;

public AsyncMethodInvocationInstance(TaskCompletionSource<object>

taskCompletionSource)

{
}

_taskCompletionSource = taskCompletionSource;

public void Completed(object result)
{

_taskCompletionSource.SetResult(result);
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}

public void Failed(string error)

{
_taskCompletionSource.SetException(new IOTException(error));
}
public void TimedOut()
{
_taskCompletionSource.SetException(new Exception("invocation timed
out"));
}

}

private bool CreateInvocation(out ulong invocationID, out Task<object> task)
{
var taskCompletionSource = new TaskCompletionSource<object>();
var invocationInstance = new
AsyncMethodInvocationInstance(taskCompletionSource);

invocationID = NewInvocationID();
var invocationAdded = InvocationsInProgress.TryAdd(invocationlID,
invocationInstance);

task = invocationAdded ? taskCompletionSource.Task :
Task.FromException<object>(new Exception($"cannot create invocation with
id {invocationID}"));
return invocationAdded;

}

public async Task<object> InvokeDeviceMethod(string platform, string devicelD,
string method,
IEnumerable<JToken> serializedMethodParams)

{
var data = new Dictionary<string, object>
{
{"platform", platform},
{"device_id", deviceID},
{"method", method},
{"params", serializedMethodParams}
s

if(CreateInvocation(out var invocationID, out var task))
_client.NetworkProcessor.SendAction("request:device_invoke_method",
data, invocationID);

return await task;

}

public async Task<object> InvokeHostMethod(string method, IEnumerable<JToken>
serializedMethodParams)

{

var data = new Dictionary<string, object>

{
{"method", method},
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{"params", serializedMethodParams}

}s

if(CreateInvocation(out var invocationID, out var task))
_client.NetworkProcessor.SendAction("request:host_invoke_method", data,
invocationID);

return await task;

daiin ClientMessageProcessor.cs

using System;

using System.Lingq;

using IOT.Common;

using Newtonsoft.Json;
using Newtonsoft.Json.Ling;
using ZeroMQ;

namespace IOT.Client

{

internal class ClientMessageProcessor : AbstractMessageProcessor<JObject>

{
private const string TAG = "ClientMessageProcessor";
private readonly Client _client;

public ClientMessageProcessor(Client client)

{
_client = client;
}
public void HandleMessage(ZMessage message)
{
var content = message[@].ReadString();
var json = JObject.Parse(content);
if (json != null)
PutMessage(json);
}

protected override void ProcessMessage (JObject message)

{
var action = (string) message["action"];
var data = message["data"];
var invocationID = (ulong?) message["invocation_id"];

switch (action.ToLower())

{

case "result:invoke_method":
if(invocationID != null)
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ResultInvokeMethod(data, invocationID.Value);
else
Logger.Log("action is result:invoke_method, but invocation_id
not present");
break;
case "device_event":
ProcessDeviceEvent(data);

break;
default:
Logger.Log($"[{TAG}] unrecognized action '{action}'");
break;
}
}
private void ResultInvokeMethod(JToken data, ulong invocationID)
{
var status = (string) data["status"];
switch (status)
{
case "success":
var result = (object) data["result"];
_client.InvocationManager.ProcessInvocationResult(invocationID,
result);
break;
case "failure":
var error = (string) data["error"];
_client.InvocationManager.ProcessInvocationError(invocationlID,
error);
break;
default:
Logger.Log($"unknown type of invocation result: {status}");
break;
}
}
private void ProcessDeviceEvent(JToken data)
{
var platform = (string) data["platform"];
var deviceID = (string) data["device_id"];
var eventName = (string) data["event"];
var eventParams = data["params"].TolList();
_client.EventDispatcher.ProcessEvent(platform, deviceID, eventName,
eventParams);
}

}

®aiin ClientNetworkProcessor.cs

using System;
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using System.Text;
using IOT.Common;
using ZeroMQq;

namespace IOT.Client

{
internal class ClientNetworkProcessor : AbstractNetworkProcessor
{
private readonly string _identity;
private Client _client;
public ClientNetworkProcessor(Client client, string address, string identity)
base(address)
{
_client = client;
_identity = identity;
}
protected override ZSocket SocketInitialization(ZContext context, string
address)
{
var socket = new ZSocket(context, ZSocketType.DEALER);
socket.Identity = Encoding.UTF8.GetBytes(_identity);
socket.ReceiveTimeout = TimeSpan.FromMilliseconds(10);
socket.Connect(address);
return socket;
}
protected override void HandleMessage(ZMessage message)
{
_client.Dispatcher.HandleMessage(message);
}
}
}
®aiin DataChannel.cs
using System;
using System.Collections.Concurrent;
using System.Ling;
using System.Timers;
using IOT.Common;
using IOT.Common.DataTypes;
using ZeroMQ;

namespace IOT.Client

{

public class DataChannel : AbstractNetworkProcessor

{

private readonly BlockingCollection<ZMessage> _incomingMessageQueue = new

BlockingCollection<ZMessage>();
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private DateTime _lastPingTime = DateTime.UtcNow;
private Timer _pingTimer = new Timer(2000);

internal DataChannel(Client client, DataChannelDescription
dataChannelDescription)
base($"tcp://{client.HostIP}:{dataChannelDescription.Port}")

{
_pingTimer.Elapsed += OnSendPingTimerEvent;
_pingTimer.AutoReset = true;
_pingTimer.Enabled = true;
}
protected override ZSocket SocketInitialization(ZContext context, string
address)
{
var socket = new ZSocket(context, ZSocketType.PAIR);
socket.ReceiveTimeout = TimeSpan.FromMilliseconds(10);
socket.Linger = TimeSpan.Zero;
socket.Connect(address);
return socket;
}
protected override void HandleMessage(ZMessage message)
{
if(message.PopString() == "ping")
_lastPingTime = DateTime.UtcNow;
else
_incomingMessageQueue .Add(message .Duplicate());
}
public ZMessage TakeMessage()
{
var message = _incomingMessageQueue.Take();
return message;
}
public bool IsActive(TimeSpan threshold)
{
return DateTime.UtcNow - _lastPingTime < threshold;
}
private void OnSendPingTimerEvent(object sender, ElapsedEventArgs args)
{
SendMessage("ping");
}
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®aiin Device.cs

using System;

using System.Collections.Generic;
using System.Ling;

using System.Threading.Tasks;
using IOT.Common;

using Newtonsoft.Json.Ling;

namespace IOT.Client

{

public class Device

{
private readonly Client _client;
private readonly DeviceDescription _description;
private readonly DeviceData _deviceData;

public string Platform => _deviceData.Platform;
public string Type => _deviceData.Type;

public string ID => _deviceData.ID;

public string Name => _deviceData.Name;

internal Device(Client client, DeviceDescription description, DeviceData
deviceData)

{
_client = client;
_description = description;
_deviceData = deviceData;

}

public async Task<object> InvokeMethod(string method,
IReadOnlyCollection<object> valueParams)
{
var methodDescription = _description.Methods[method];
if (valueParams == null && methodDescription.ParamTypes.Count != @)
throw new ArgumentException($"params array is null, but expected
{methodDescription.ParamTypes.Count} params");
if(valueParams != null && methodDescription.ParamTypes.Count !=
valueParams.Count)
throw new ArgumentException($"got {valueParams.Count} params, but
expected {methodDescription.ParamTypes.Count} params");

List<JToken> serializedParams = new List<JToken>();

if(valueParams != null)
foreach (var (value, type) in
valueParams.Zip(methodDescription.ParamTypes, (value, type) => (value, type)))
serializedParams.Add(type.Converter.ValueToJson(value));

JToken result = (JToken)await
_client.InvocationManager.InvokeDeviceMethod(_deviceData.Platform, _deviceData.ID,
method,

serializedParams);
return methodDescription.ResultConverter.JsonToValue(result);
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}

public void SubscribeEvent(string

callback)

Task>

using
using
using
using
using
using
using

{

eventName, Action<Device, string, object[]>

_client.EventDispatcher.SubscribeEvent(this, eventName, callback);

}

public void SubscribeEvent(string

{
}

SubscribeEvent(eventName, (d,

public void SubscribeEvent(string

{
}

SubscribeEvent(eventName, (d,

public void SubscribeEvent(string
callback)

{
}

SubscribeEvent(eventName, (d,

public void SubscribeEvent(string

{
}

SubscribeEvent(eventName, (d,

public object GetProp(string prop)

{

eventName, Action<object[]> callback)

e, a) => callback.Invoke(a));

eventName, Action callback)

e, a) => { callback.Invoke(); });

eventName, Func<Device, string, object[],

e, a) => callback.Invoke(d, e, a).Wait());

eventName, Func<Task> callback)

e, a) => callback.Invoke().Wait());

var propDescription = _description.Props.First(desc => desc.Name == prop);

if(propDescription == null)

throw new IOTException($"no prop '{prop}' in device
"{Platform}:{Type}'");
return _deviceData.Props.TryGetValue(prop, out var result) ? result : null;

}

daiin EventDispatcher.cs

System;

System.Collections.Generic;
System.Diagnostics.Eventing.Reader;
System. Ling;

System.Threading;

IOT.Common;

Newtonsoft.Json.Ling;
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namespace IOT.Client

{

public class EventDispatcher
{
private readonly Client _client;
private readonly List<EventRecord> _eventRecords = new List<EventRecord>();

private class EventRecord
{
public Device Device;
public string EventName;
public Action<Device, string, object[]> Callback;

public EventRecord(Device device, string eventName, Action<Device, string,
object[]> callback)

{
Device = device;
EventName = eventName;
Callback = callback;
}
}
public EventDispatcher(Client client)
{
_client = client;
}

public void SubscribeEvent(Device device, string eventName, Action<Device,
string, object[]> callback)

{
var deviceDescription = _client.GetDeviceDescription(device.Platform,
device.Type);
if(deviceDescription == null)

throw new IOTException($"description not found for device type
{device.Platform}:{device.Type}");

var eventDescription = deviceDescription.Events.First(e => e.Name ==
eventName) ;
if(eventDescription == null)
throw new IOTException($"no event {eventName} found in device type
{device.Platform}:{device.Type}");

lock (_eventRecords)

{
if (_eventRecords.Exists(r => r.Device.Platform == device.Platform &&
r.Device.ID == device.ID && r.EventName == eventName && r.Callback == callback))
return;
var eventRecord = new EventRecord(device, eventName, callback);
_eventRecords.Add(eventRecord);
}

}

public void UnsubscribeEvent(Device device, string eventName, Action<Device,
string, object[]> callback)
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int removed;
lock (_eventRecords)
removed = _eventRecords.RemoveAll(r => r.Device.Platform ==
device.Platform && r.Device.ID == device.ID && r.EventName == eventName
&& r.Callback == callback);
if(removed > 0)
Logger.Log($"removed {removed} records");

}
public void UnsubscribeAll(Device device)
{
lock (_eventRecords)
_eventRecords.RemoveAll(r => r.Device.Platform == device.Platform &&
r.Device.ID == device.ID);
}

internal void ProcessEvent(string platform, string deviceID, string eventName,
ICollection<JToken> serializedEventParams)
{
List<EventRecord> matched;
lock (_eventRecords)
matched = _eventRecords.FindAll(r =>
r.Device.Platform == platform & & r.Device.ID == deviceID &&
r.EventName == eventName);
foreach (var eventRecord in matched)
{
ThreadPool.QueueUserWorkItem(state =>
eventRecord.Callback.Invoke(eventRecord.Device, eventName, new object[]{}));

}
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